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EXECUTIVE
SUMMARY

CONTEXT: FOREIGN
INTERFERENCE IN ALBANIA
|

Preventing foreign interference is essential for safe-
guarding principles of democracy, ensuring that the
political process remains free, fair, and accountable
to citizens. Albania’s membership in NATO and its
pursuit of EU membership have provided a degree of
protection against foreign interference. However, the
country is not immune to potential foreign meddling.
Research gaps on the topic of foreign interference in
Albanian politics result in an incomplete understanding
of the scope, nature, and impact of foreign interference,
thereby hindering the development of a comprehen-
sive and informed response. Failure to address foreign
interference in democratic and electoral processes
can erode trust in democracy, undermine democratic
values, weaken democratic institutions, and shake the
foundation of democratic governance. This study takes
a preventive approach by drawing on the experiences
of other countries and mapping vulnerabilities that are
currently being exploited, as well as those that may be
targeted in the future. It also provides recommenda-
tions aimed at closing gaps that foreign powers with
vested interests might employ to destabilize Albania’s
progress toward EU integration.

The Western Balkans, due to their strategic location
and importance in European trade and security, have
become a significant battleground in global power

competition. These countries are increasingly sus-

778

ceptible to the influence of both China and Russia,
particularly as their prospects for integration into
European political and security institutions remain
uncertain. Russia’s strategic goals in the Western Bal-
kans include disrupting Western-supported initiatives
for regional peace and democratization, sustaining a
pro-Russian alignment in Serbia, ensuring the region’s
energy dependence on Russian gas, and hindering fur-
ther NATO expansion. China, on the other hand, aims
to establish and safeguard trade infrastructure that
facilitates the flow of Chinese goods into the Euro-
pean Union. Chinese capital investments also create
significant economic interdependencies and relation-
ships with local political elites, granting China leverage
that can be employed for broader political purposes.

Therise of multipolarity and the relative decline of West-
ern influence on the global stage have emboldened re-
gional powers, such as Turkey, Hungary, and Middle East
states like the United Arab Emirates, Saudi Arabia, and
Iran. These regional actors have gained significant influ-
ence, enabling them to sway democratization efforts and
establish a substantial presence in the Western Balkans,
including Albania. Albania is one of the most pro-West-
ern nations in the broader Balkanregion, serving as a key
hub for various U.S. and EU security initiatives designed
to align the region more closely with the West. Its proac-

tive and constructive role in shaping regional policies, in-
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cludinginitiatives related to peace, reconciliation, reduc-
ing energy dependencies on Russia, and safeguarding
vital economic infrastructure from Chinese influence,

has made it a target for foreign interference.

Albania exhibits various socio-political cleavages and
weaknesses that render it susceptible to foreign inter-
ference. These include its rule of law deficiencies, social
mistrust?, political polarization and religious diversity.
Albania’s economy is currently grappling with several
unmet investment needs? that hinder its overall devel-
opment and growth. Financial gaps manifest in various
critical areas such as infrastructure, healthcare, educa-
tion, and social services, limiting the country’s ability to
provide essential services and improve the quality of
life for its citizens. Given the uncertain prospects for EU
membership, these gaps make Albania susceptible to fi-
nancial influence from authoritarian regimes that seek
toexpand their geopolitical influence through economic
means. Albania’s strategic geographic location border-
ing the EU market, along with its domestic socio-eco-
nomic vulnerabilities, has also established favorable
conditions for transnational organized crime, which

can be exploited as a channel for foreign interference.

This study employs a rigorous analytical process, draw-
ing on extensive desk research and interviews with local
and international experts. It examines foreign interfer-
ence vulnerabilities through three primary pathways:
financing of electoral campaigns; manipulation of the
information environment, and corrosive capital flows.
By comparing how such interference occurs in Albania
and in other democracies and leveraging the experienc-
es of other countries, the study aims to shed light on po-

tential manifestations in the Albanian context.

PATHWAY 1: FINANCING OF POLITICAL
PARTIES AND CAMPAIGNS
I

Foreign actors have exploited a specific avenue to in-
terfere in domestic politics by funding “third parties”

(non-contestant campaigners), particularly through so-
cial media advertisements in elections. Albania’s elec-
toral legislation, similar to that of other Western Balkan
countries, lacks regulation on “third-party” spending.
This gap allows campaigners with questionable funding
sources to influence electoral campaigns. The presence
of unidentified and opaque sources behind social media
ads during the 2021 and 2023 elections indicates a real
vulnerability to foreign interference in future Albanian
elections®. Legislative actions are necessary to address
this issue, particularly in the context of the extensive
use of digital advertising for election campaign purpos-
es. Legislation regulating party and election finance re-
quires additional safeguards for effective enforcement.
These include refining legal definitions of funding en-
tities, mandating more frequent and detailed financial
reporting by political parties, and imposing stricter pen-
alties, including the criminalization of unlawful foreign

funding.

Foreign governments use specific tools to funnel re-
sources to politicians and political parties including
corporate entities (i.e., legal or judicial entities); “straw
donor schemes”; and/or cryptocurrencies. There is lit-
tle direct evidence to suggest that such channels have
been used to influence elections in Albania. However,
there is a possibility that such meddling is already oc-
curring and could occur in the near future due to legal
gaps and/or poor enforcement of election laws.

The current legislative framework on political party fi-
nancing and electoral campaigns creates pathways for
foreign entities to finance political parties through shell
companies (legal entities). Even though donations from
legal entities are reportedly rarely used in political cam-
paigning, Albania could follow the example of many Eu-
ropean countries in explicitly banning donations from
legal entities.

Albania’s legislation regulating cryptocurrencies is na-
scent and does not address transparency requirements

1 Primarily due to historical factors associated with Albania’s communist regime.
2 https://neighbourhood-enlargement.ec.europa.eu/system/files/2023-11/SWD_2023_690%20Albania%20report.pdf
3 https://balkaninsight.com/2021/06/01/untold-story-dark-money-israeli-advisers-and-an-albanian-election/


https://neighbourhood-enlargement.ec.europa.eu/system/files/2023-11/SWD_2023_690%20Albania%20report.pdf
https://balkaninsight.com/2021/06/01/untold-story-dark-money-israeli-advisers-and-an-albanian-election/
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for transactions. Laws regulating elections should con-
sider banning cryptocurrency donations and expendi-

tures before they emerge as a problem.

The proper enforcement of political finance laws will
also require strengthened capacities, resources and
legal mandate for the Central Elections Commission
and its structured cooperation and coordination with
a range of other state bodies with oversight functions.
Some format of inter-institutional coordination should
be established, for example, with bodies regulating is-

sues of money laundering or media.

PATHWAY 2: MANIPULATION OF THE IN-
FORMATION ENVIRONMENT
I

The symbiotic relation between media owners, busi-
ness, and politics hampers professional journalism in
the publicinterest in Albania. More specifically the high
degree of informality in the media sector and low trans-
parency/oversight of media financing and issues of con-
flict of interest in Albania creates space and avenues
for foreign actor funding. Also, in the highly unregulat-
ed online media world, anonymous ownership creates
space for impunity and no accountability for rampant

disinformation.

Russia’s disinformation operations have limited space
to use soft power and promote the Kremlin's view-
points in Albania due to the country’s clear Western-fo-
cused geopolitical orientation. Yet, there is ample space
to covertly pollute the information environment in
such a way that it fuels domestic narratives in line with
Russian tactical objectives; and empower actors and
networks who could grow into political veto players.
Although RT and Sputnik do not publish in Albanian,
their disinformation campaigns and pro-Kremlin narra-
tives still reach Albanian audiences through third-party
sources, subtly advancing the Kremlin’s foreign policy
goals, albeit with little evidence regarding their impact.

4 https://faktoje.al/shqiperia-pre-e-sulmeve-kibernetike/

In many democracies, Russian disinformation warfare
efforts have been proven to support extremist actors
and networks that promote narratives against women
and LGBTQI+ rights as a gateway to push anti-Western
conspiracies among social conservatives. These nar-
ratives have developed a certain resonance in Albania
during the past few years due to a range of highly active
actors and networks with access to mainstream media
and an online media scene that is highly vulnerable to
clickbait and fake news. However, there is no clear evi-
dence that these narratives in Albania are directly sup-
ported by Russian disinformation campaigns. Instead,
the local environment and existing societal tensions
provide fertile ground for such narratives to take
hold and spread.

Media narratives questioning the credibility of elec-
tions and the integrity of institutions, especially the
Western-sponsored judiciary reform, have been prom-
inent in Albania. While these narratives are largely the
product of domestic political polarization, sponsored
attacks by domestic interest groups, or authentic civ-
ic grievances with weak institutions, they have been
fueled on occasion by suspected foreign interference

through cyber-attacks*.

Chinese public diplomacy efforts in Albania, aiming to
build a positive image of the country, are seemingly
bearing fruit through structured cooperation with me-
dia platforms in Albania, relations with China-friendly
journalists as well as cultural cooperation through the
Confucius Institute. Rather than engaging in outright
disinformation, China leverages its media presence
(China International Radio) as a propaganda tool to
project a favorable image and enhance its global influ-
ence. While the impact may not be significant at pres-
ent, the potential for influence cannot be discounted.

Turkey is another regional actor with a media footprint
whose disinformation efforts mainly center on target-
ing the leadership of the Islamic community in Albania,

which it considers tied to the “Gulen network”. In re-

https://www.reporter.al/2023/09/25/sulm-i-ri-kibernetik-mbi-institucionet-publike-dhe-private-ne-shqiperi/
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cent years, various online media in Albania have shown
increasing closeness and affiliation to Turkey. While
these media outlets are not necessarily influential or
highly popular, they present hate narratives or publish
propaganda content that favors Turkey and denigrates
its rivals or political opponents. A recent cooperation
between the public broadcasters of Albania and Turkey
has raised concerns about exacerbation of Turkish pro-
paganda in Albania.

Iran’s propaganda in Albania, primarily disseminated
through state-sponsored media like Pars Today in Al-
banian language, focuses on promoting Iran’s geopolit-
ical interests and ideological narratives. This includes
portraying the Mujahedin-e-Khalq (MEK) as a terrorist
organization and criticizing Western countries. Despite
these efforts, the overall impact of Iran’s propagandain

Albania remains limited.

Decision makers, media organisations, journalistic
community, civil society and other relevant stakehold-
ers such as independent institutions need to work to-
gether to secure greater transparency and account-
ability on media ownership, funding, and conflict of
interest. They must intensify efforts for self-regulation,
supporting journalism in the public interest, and estab-
lishing formal and informal programs that foster media
and information literacy. This should be done in a way
that doesn'’t stifle freedom of expression and is in line
with international standards. State bodies in Albania
should make concrete efforts towards the approxima-
tion of legislation with the European Digital Service Act
and Media Freedom Act as an appropriate approach
when it comes to potential legal changes in addressing

disinformation.

In Albania, it is essential to foster aresilient media land-
scape that supports free expression, media plurality
and independence by improving the working conditions

of journalists, combating self-censorship, and address-

ing media concentration ownership and limited access
to publicinformation. Strengthening the capacities of edi-
tors and journalists to identify and counter foreign malign
narratives, along with supporting capacity development,
including fact checking and cybersecurity resilience, are

crucial steps in tackling disinformation in Albania.

PATHWAY 3: CORROSIVE
CAPITAL FLOWS
I

While Albania has seen no significant foreign direct in-
vestments (FDI) from notorious sources of corrosive
capital, it has not been free of the risk of local elites
engaging in transactions with foreign individuals and
entities with murky agendas. The scale of some invest-
ment projects - especially those in real estate as well
as public private partnerships (PPPs), which often lack
transparency - does create space for the funneling of
corrosive capital, which may also be used to influence
Albanian politics.

The footprint of Chinese FDI in Albania is relatively
modest compared to its presence in some other coun-
tries within the Western Balkans. Most initiatives have
not materialized, and some Chinese investors in strate-
gic sectors have even withdrawn, reducing the poten-
tial of any political dependencies. Albania’s leadership
has been skeptical of the economic benefits of coopera-
tion through the 16+15 format but has remained in the
group to maintain a dialogue with Beijing.

Albania maintains an open foreign investment regime
designed to attract FDI but it lacks a formal vetting mech-
anism that could restrict or prohibit FDI that threatens
national security or public order. Albania needs new leg-
islation that establishes a robust Investment Screening
Mechanism in line with international standards, which
provides appropriate defenses for national security and

public order and safeguards competitiveness.

5 Cooperation between China and Central and Eastern European Countries (China-CEE, China-CEEC, also 14+1; formerly 17+1
from 2019 to 2021 and 16+1 from 2021 to 2022) is an initiative by the Chinese Ministry of Foreign Affairs to promote business
and investment relations between China and 14 countries of Central and Eastern Europe (CEE, CEEC): Albania, Bosnia and
Herzegovina, Bulgaria, Croatia, the Czech Republic, Greece, Hungary, Montenegro, North Macedonia, Poland, Romania, Serbia,

Slovakia, and Slovenia.


https://faktoje.al/shqiperia-pre-e-sulmeve-kibernetike/
https://www.reporter.al/2023/09/25/sulm-i-ri-kibernetik-mbi-institucionet-publike-dhe-private-ne-shqiperi/
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Corrosive capital flows may benefit from abusing pro-
tections in International Investment Agreements (I1As).
The language of I1As needs to be updated to clarify the
sovereign right to protect public order, national securi-
ty, and strategic and sensitive economic sectors. Gov-
ernment agencies and independent authorities must
improve coordination and ensure regulatory compli-
ance in the case of PPPs and concession contracts, as-
signment of the Strategic Investor status, implementa-
tion of the provisions on the Ultimate Beneficial Owner
(UBO), and market competition.

CONTEXT: FOREIGN
INTERFERENCE

IN ALBANIA AND
WESTERN BALKANS

1. Due toits geographiclocation and importance to
European trade and security, the Western Balkans
are a small but significant part of the geopolitical
chessboard of great power competition. The coun-
tries of the Western Balkans have become more
susceptible to the influence of China and Russia,
as aresult of the hazy outlook for their integration
into European political and security institutions.

Over the past decade, foreign powers like China
and Russia, have become more assertive and strate-
gic in their approach towards the Western Balkans,
viewing the region as one of the “weakest links” in
Europe.® This view persists because the EU has ef-

fectively frozen the accession process until recent-
ly, while at least three countries also remain out-
side of NATO. This state of “integration limbo” for
the Western Balkans amplified the region’s many
domestic vulnerabilities and created opportunities
for foreign actors to exploit. The loss of credibility
of EU accession conditionality has weakened the
momentum and incentives for democratic reforms,
encouraging the kind of authoritarian leadership.
Since EU accession had also served as an important
peace instrument. The severe scale-back of integra-
tion proceedings reopened questions of the region’s
security architecture - thus opening opportunities
for Russia to factor itself as a security partner and
player. The slower pace of EU accession has also
deprived the region of significant sources of devel-
opment financing that were crucial for countries in
earlier stages of accession, creating an opportunity

for China to step in and fill the gap.

2. Russia’s main strategic goals in the Western Bal-
kans are to undermine Western-sponsored region-
al peace and democratization processes; to sustain
the pro-Russian orientation of Serbia; to preserve
theregion’s energy dependence on Russian gas and
to prevent further NATO expansion. Albania’s pro-
active role on some of these regional issues makes
it a target for Russian interference.

Russia has positioned itself as a protector of Serbian
interests in the region. This perceptionis often rein-
forced by pro-government media outlets in Serbia,
which can amplify the narrative of Russia as a reli-
able ally for Serbia. This projection serves as a signif-
icant source of leverage for Russia inits relationship
with Serbia, especially among segments of the pop-
ulation that identify strongly with nationalist senti-
ments - and by extension, over the entire Western
Balkans. Further, Russia has cultivated consider-
able energy dependencies in the region, particularly
in Serbia, which relies considerably on Russian gas

6 “Russia and China are Penetrating Balkan’s at West’s Expense.” Balkan Insight.
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for heating.” The Kremlin does not use this lever-
age to draw the Balkans (even Serbia) formally into
any of its geopolitical structures, but instead seeks
to maintain the status-quo and cause security con-
cerns for the West in its backyard.® Russia then uses
its influence in the Western Balkans as a bargaining
chip with the West for its strategic interests in the
nearby post-Soviet space by, for example, drawing
frequent comparisons between the independence
of Kosovo and Crimea or the Donbas. Through its
structured cooperation with Serbia, Russia has ef-
fective veto power over NATO expansion (in Bosnia
Herzegovina and Kosovo) and can slow down EU
enlargement in almost all of the countries in the
Western Balkans. Russian efforts to thwart NATO
expansion were visible during its active role in 2018
to undermine the agreement between Greece and
North Macedonia over the latter’s name?, or the
2016 coup attempt in Montenegro.'°’A central el-
ement of Russia’s strategy is to maintain its influ-
ence over Serbia and prevent its Westward path.
It aims to achieve this by keeping ethnic tensions
in the region high - particularly Albanian and Serb
relations -- as well as preventing any Western-led
effort that would lead to the resolution of bilateral
and ethnic disputes.!! This allows it to sustain the
threat of ethnic conflicts within and around NATO
borders. It is for this reason that throughout the re-
gion, Russia continues to be the natural ally of reac-
tionary nationalist forces promoting the status-quo
and actively entices and amplifies their narratives.
Because of its projected power, Russia is also often
instrumentalized and used by regional leaders as
a “boogeyman” to blackmail the West and relieve

pressure on democratization reforms.

3. China’s strategic goal in the Western Balkans is
to develop and secure access to trade infrastruc-
ture that would ease the access of Chinese goods
into the European Union. The presence of Chinese
capital also creates considerable economic depen-
dencies and relations with political elites which
give China leverage that may be used for other po-
litical ends.

China’s main objective in the Western Balkans is
the development of the Land-Sea Express Route
(LSER), which is a component of the Belt and Road
Initiative (BRI) that would increase the capacity
of the Chinese-owned port of Piraeus to serve as
a hub to move Chinese goods into the EU through
Central Europe.'? China has also invested in logis-
tics in countries bordering the Western Balkans
such as Slovenia, Croatia and Hungary as part of
efforts to turn the LSER into a consolidated trans-
port network. The second key goal is to increase
the footprint of Chinese economic investments and
political ties, particularly with Serbia, which serves
as a pivotal state and hub for the region. The eco-
nomic strategy also includes the development of
dependencies, including using development financ-
ing, which was an acute problem particularly for
Montenegro.'®* By enhancing mutual trust through
economic dependency, the BRI seeks to ensure a fa-
vorable strategic space for China in the long term?*
It also seeks to expand China’s diplomatic weight in
international arena by adding the number of coun-
tries voting favorably on issues relevant to China.
While Russia is often viewed as the more immediate
security threat, China’s policy may be viewed more
broadly as gradually setting up an ecosystem of in-

fluence - including through the sale of military or

7 “Serbia ‘in a hurry’ to reduce energy dependence on Russia.” Financial Times.

8 “Russia’s Strategic Interests and Tools of Influence in the Western Balkans” - NATO STRATCOM.

9 “Tensions Escalate Between Greece and Russia, with Macedonia in the Middle” - New York Times.

10 “Russian Malign Influence in Montenegro: The Weaponization and Exploitation of History, Religion and Economics”. Center for
Strategic and International Studies (CSIS).

11 “In the Western Balkans, the West is trying to push Russia out”. Washington Post.

12 “China’s approach to the Western Balkans”. Clingendael Institute.

13 “How A Chinese-Built Highway Drove Montenegro Deep Into Debt”. NPR.

14 Ibid


https://balkaninsight.com/2020/08/18/russia-and-china-are-penetrating-balkans-at-wests-expense/
https://www.ft.com/content/bbbe1edc-6c7c-4d6a-ab1f-06982942d694
https://stratcomcoe.org/publications/russias-strategic-interests-and-tools-of-influence-in-the-western-balkans/46
https://www.nytimes.com/2018/07/19/world/europe/greece-russia-macedonia.html
https://www.csis.org/analysis/russian-malign-influence-montenegro-weaponization-and-exploitation-history-religion-and
https://www.washingtonpost.com/opinions/2023/03/16/serbia-kosovo-deal-russia-strategy/
https://www.clingendael.org/pub/2020/china-and-the-eu-in-the-western-balkans/1-chinas-approach-to-the-western-balkans/
https://www.npr.org/2021/06/28/1010832606/road-deal-with-china-is-blamed-for-catapulting-montenegro-into-historic-debt
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surveillance technology, development of academic
and cultural ties- that would make it an important

actor in shaping the region’s future.®

4. Growing multipolarity and the relative decline
of Western power at the global level has empow-
ered regional powers - including Turkey, Hungary,
and Middle East states like the United Arab Emir-
ates, Saudi Arabia, and Iran - to also emerge as piv-
otal actors of influence; to undermine democrati-
zation reforms and to develop considerable weight
and presence in the Western Balkans, including in
Albania.

A NATO member, Turkey does not offer alternative
geopolitical projects and is not perceived as want-
ing to disrupt the region’s or Albania’s transatlan-
tic aspirations. Turkey primarily views the Western
Balkans as an export market and investment desti-
nation. However, Turkey does seek to actively main-
tain influence over Muslim populations in the region
through humanitarian and cultural investments in-
cluding in crises like Covid-19 or recent Albanian
earthquakes. Turkey also fuels disinformation which
feeds the Erdogan cult and promotes Turkey’s pow-
er status and aspiration to be a global leader of Is-
lamic countries (thus indirectly feeding anti-West-
ern narratives), as well as Erdogan’s efforts to build
strong personal ties with regional leaders.® The
influence over Muslim populations and personal
ties with leaders are frequently harnessed for the
transactional purposes of cooperating on issues of
importance for Erdogan - one such issue that has
emerged in Albania is for example the extrajudicial
measures to purge institutions connected to the
Gulen network, as stated by Turkey - or investments

by businesses friendly to the Turkish regime (pres-

ent throughout the region).” Turkey also views re-
lations with Albania as important from the prism of
its competition with Greece. Similarly, Hungary has
also become an important actor which views the
Western Balkans as important to its stability and
seeks to influence developments. One among sever-
al goals of Victor Orban’s authoritarian government
isto nurture close ties with like-minded regimes and
parties in the region, which has been evident in his
public support of Vucic, Dodik and the exiled former
Prime Minister of North Macedonia, Nikola Grue-
vski.’® Iran has developed a particular antagonistic
focus on Albania due to its hosting of the opposi-
tion MEK movement and has accused the Albanian
government of supporting terrorism by allowing
the MEK to operate from its territory. The United
Arab Emirates on the other hand has over the past
decade expanded its presence mostly through loans
and private investments in real estate projects, pri-
marily in Serbia'? but also in the largest real estate

development in Albania?°.

5. Albania is arguably the most pro-Western coun-
try in the wider Balkans, serving as a hub and
launchpad of many U.S and EU security initiatives
seeking to anchor the region closer to the West.
Albania’s active and constructive role in shaping
regional policy - from issues of peace and recon-
ciliation; to the reduction of energy dependencies
on Russia; to protecting critical economic infra-
structure from China - makes it a target of foreign

interference.

Albania’s geopolitical position as an Adriatic/lonian
entry point into the Balkans, as well as the presence
of ethnic Albanians in four other countries in the

region?!, makes it an important factor in the West-

15 “Beyond Economic Considerations: New Frontiers of Chinese Influence in the Western Balkans” - Sbunker and Kosovo Center for
Security Studies.

16 “Transition to what? Western Balkans democracies in a state of illiberal equilibrium” - Sbunker ->

17 Ibid

18 “Balkan Csardas: Hungarian Foreign Policy Dance” - Belgrade Centre for Security Policy.

19 “Serbia: The UAE’s Best Friend in the Balkans” - Gulf International Forum.

20 “Albania, UAE-based Eagle Hills in 2 bin Euro deal for Durres port expansion” - SEE News.

21 The four countries are: Kosovo, North Macedonia, Montenegro and Serbia.
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ern Balkans’ security architecture. A NATO member
since 2009, Albania has over the past decade also
started to move away from its traditionally more
reactive role as a consumer of Western security,
and towards becoming a more active security lead-
er and pillar of NATO and EU expansion. Albania’s
society and politics almost instinctively embrace
pro-NATO and pro-EU positions on key issues and
pursue a constructive agenda in the region that is
mostly aligned with the West. In broader terms, Al-
bania has in fact regularly framed itself as a bastion
against Russia’s influence in the region?? and serves
as a key anchor and launchpad of many Western se-
curity initiatives. This is evident especially from a
military standpoint but also as part of broader U.S
and EU efforts to wean the Western Balkans off
from its dependency on Russian energy sources. Al-
bania has also pursued a cautious policy of cooper-
ation with China which has seen moves like remov-
ing the visa regime for Chinese citizens??, but also
political roadblocks that have shrunk the number of
Chinese investments.

6. Albania has considerable socio-political cleav-
ages and vulnerabilities which create space for for-
eign actor interference. This includes its religious
diversity; weaknesses in the rule of law; as well as
a high degree of social mistrust and political polar-

ization.

Albanian society is religiously diverse, yet it is ho-
mogeneous in its pro-Western aspirations and secu-
larist in orientation due to the unique historical tra-
jectory in which Albanian identity was constructed.
The primacy of ethnic identity over religious affili-
ation provides a strong source of resilience against
foreign attempts to stir religious or ethnically moti-
vated divisions, yet some vulnerabilities have been
exploited by extremist groups. Another point of
vulnerability are Albania’s judiciary and rule of law
institutions, which have been the subject of ongoing

reform due to significant corruption, securing impu-
nity for the political class and elements of organized
crime. A Western-sponsored major overhaul of the
judiciary has so far disrupted many vested interests
while also not fully meeting public expectations.
These grievances have created a favorable terrain
for foreign actors to undermine democratic reforms
and fuel anti-Western narratives. Albania’s society
is also marked by a high level of political polariza-
tion and a high degree of interpersonal mistrust,
with divisive narratives amplified by a clientelist
media scene. These features of Albanian society
undermine state and social institutions, reduce the
social capacity for consensus, and create an envi-

ronment very conducive for propaganda to flourish.

7. Albania’s economy has unmet investment needs
which, in a context of sluggish EU membership
prospects, create space for corrosive capital flows
from authoritarian regimes. Albania’s geographic
position bordering the EU market and its domes-
tic socio-economic vulnerabilities have also creat-
ed a favorable terrain for transnational organized
crime, which can serve as a conduit for foreign in-
terference.

Albania is a rapidly developing economy with con-
siderable public infrastructure gaps, limited fiscal
space and FDI needs. Yet the slow pace of EU acces-
sion has reduced the amount of EU financing that
was available to countries in previous accession
stages. In a context of lax legislation and weak rule
of law, Albania’s reliance on Public-Private Partner-
ships for infrastructure investments and its boom-
ing of (and highly informal) construction sector
creates a considerable opening for corrosive capital
flows (see definition in Box 1) which may be used to
influence its politics. Albania’s impressive economic
growth rates over the past decades have not trans-
lated into better social outcomes for all. There is a

geographic concentration of economic vulnerabili-

22 “Albania pitches itself as bastion against Russian influence”, B92.

23 “Albania Backs Scrapping Visas for Chinese in Snub to EU” - Balkan Insight. ->
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ty and exclusion: social and economic outcomes are
considerably worse in the rural north and the “ur-
ban peripheries’ ‘ within the richest region between
Tirana and Durrés. Albania’s strategic position as a
gateway to the EU market (bordering two EU coun-
tries, Greece and Italy), combined with its weak in-
stitutions and social vulnerabilities, have offered
opportunities for organized crime groups - many
with transnational links - to embed themselves

deeply within society, the economy, and politics.

Box 1:

Sh Definition of Corrosive Capital

The Centre for |International Private Enterprise
(CIPE) describes corrosive as “‘opaque capital flows
lacking market orientation, with motives to exploit
governance gaps to influence economic, political
and social developments in recipient countries”.
Investments stemming from authoritarian regimes
that are inextricably linked to adverse governance
outcomes in recipient countries can also be identified
as corrosive capital. Vulnerable democracies are at risk
of infiltration by corrosive capital that might increase
debt dependencies and achieve underlying political
motives, yielding negative impacts on local communities
and private sectors. A previous study supported by CIPE
investigated the effects of corrosive investments in
North Macedonia, Serbia, Bosnia and Herzegovina, and
Montenegro, reporting on the negative economic and
environmental consequences of Chinese investment in
the cases of highway from Bar to Boljare in Montenegro,
Kichevo-Ohrid highway in Northern Macedonia Air
pollution in the mining town of Bor in eastern Serbia. The
study does not cover Albania.
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ASSESSMENT
SCOPE AND
METHODOLOGY

8. The subject of foreign interference in Albania’s pol-
itics is generally new and comes with considerable
research/evidence limitations. This study takes a pre-
ventative approach by identifying vulnerabilities that
are currently being exploited and may be targeted
in the future, drawing from the experiences of other
countries. The study takes a broader view of foreign
interference as not being limited to electoral process-
es, but as something that constantly shapes political

outcomes.

The study of foreign interference in democratic pro-
cesses around the world has been a subject of exten-
sive research in recent years. However, in Albania it is
a recent subject of limited study. The comparative lack
of existing research presented a challenge in terms of
defining the scope of issues to be incorporated as key
vulnerabilities in this assessment. To that end, the ex-
pert team engaged in this assighnment initiated internal
deliberations and a series of preliminary consultations
with key stakeholders, including political parties, civil
society, experts, and election administration officials?*
with the aim of narrowing and focusing the scope of
the study. Through these preliminary consultations,
the research team reached two main conclusions. First,
the lack of clear and prosecuted evidence on foreign
interference made it somewhat futile to engage in a
detailed mapping of cases in Albania. Instead, the em-

phasis should be on preventive measures, drawing on

24 Consultations held in Tirana on April 30-31 2023.

how such interference has occurred in other countries.
Secondly, focusing solely on foreign interference in
election processes would overlook potentially more
significant forms of foreign influence that shape Alba-
nia's economy, media, and overall politics. These broad-
er influences, in turn, affect election results more than
the activities during a campaign. Given that much of Al-
banian politics, including campaign financing, operates
through informal channels, it is essential to consider

the broader role of foreign actors..

9. The study is based on a methodical analytical pro-
cess and extensive desk research and interviews with
local and international experts. It looks at foreign in-
terference vulnerabilities through three of its main
pathways: financing of electoral campaigns; manipula-
tion of the information environment and corrosive capital
flows. It showcases how such interference is current-
ly manifested in Albania and in other democracies; it
highlights Albania’s key institutional vulnerabilities,
and it provides recommendations on how to address
them.

“There is sufficient money domestically; Albanian politi-
cians don’t need foreign money to finance campaigns” - was
the overall sentiment from expert opinion to the question of
foreign actor roles in Albanian politics. This often referred to
the preponderance of domestic sources like those from big
businesses or organized crime. However, because much of
what happens in Albanian economy and politics is mired in
informality - including for example media financing; cam-
paign financing or major construction projects - and be-
cause organized crime may be transnational in nature - the
lack of transparency also creates space for foreign elements
to exploit vulnerabilities. Furthermore, much of foreign in-
terference - for example in the media space - can occur in
the form of “in-kind contributions” from foreign actors and
media, such as fueling certain narratives. All these elements
have been taken into account in elections in outlining the
three main pathways of foreign interference (Graph 1). The
study used a staged approach to understand these path-

ways (see Graph 2). The analysis relied extensively on desk
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research as well as on a wide range of interviews with local
experts (a total of 45 semi-structured interviews) held be-
tween May and June of 2023. Interviews were conducted
with prominent experts from academia and civil society
whose work focuses on electoral law, media, international
dffairs, security, investments trends, etc. NDI’s team also

interviewed key informants from relevant state institutions.

Pathways of foreign interference in Albanian politics
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DISINFORMATION
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Graph 1: Pathways of foreign interference in Albanian politics
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PATHWAY 1.
FINANCING OF
POLITICAL PARTIES
AND ELECTION
CAMPAIGNS

a. How is foreign interference manifested
in campaign finance context?

10. Foreign actors have developed numerous ways
to exploit legal loopholes and/or contravene political
finance laws to meddle with elections in other coun-
tries. Whilst there are virtually no fully adjudicated
cases on this issue internationally (and only allega-
tions of such activity in Albania), foreign interference
through political financing has been the subject of
credible studies in other countries, which were used
to shed light on Albania’s campaign finance system'’s

vulnerabilities.

The Alliance for Securing Democracy’s seminal study
(“Covert” Study”) on covert foreign money to fund polit-
ical interference? provides an in-depth analysis of the
pathways used for such interference based on an ex-
tensive review of open-source reporting. The scope of

the problemis significant and ever increasing. Although

the 2016 U.S. presidential election and the 2016 UK
referendum on EU membership are perhaps the most
prominent examples, over 100 instances of such in-
terference have been identified across more than 30
countries, with a steep rise in frequency over the past
seven years.?® OSCE-ODIHR election reports in recent
years have included recommendations for countries to
address ambiguities in campaign finance legislation,?”
for oversight bodies to provide guidelines to increase
the reliability of in-kind donation reporting, third par-
ties campaign regulation and for increasing the capac-
ity and authority of oversight bodies. Although not
targeted at foreign interference per se, it is easy to see
how these types of weaknesses could be exploited by
foreign states seeking to evade bans on foreign funding
of political parties and elections. The key channels of in-
terference relevant to the Albanian context are set out
in the graph 3 below:

25 “Covert Foreign Money” Alliance for Securing Democracy, German Marshall Fund. See also, “Legal Loopholes and the Risk of

Foreign Interference”, European Parliament ->
26 Ibid at 1.

27 For recommendations about addressing legislative ambiguities see the final reports of ODIHR Election Observation Mission for 3
April 2022 Serbian Early Presidential and Parliamentary Elections3 April 2022 Hungarian Parliamentary elections and Refer-
endum, and 17&31 October 2021 North Macedonian Local Elections. The final report of ODIHR Election Expert Team on the 5
March 2023 Estonian Parliamentary Election included the need to provide guidance on in-kind donations. For recommendations
on increasing the capacity of the oversight body, see, for example, final reports of ODIHR on the 13&14 January 2023 Czech
Presidential, the 2 October 2022 Presidential /Parliamentary elections in Bosnia and Herzegovina and the 2 April 2023 Early
Presidential and Parliamentary Elections in Bulgaria. All reports are available on the ODIHR website at https://www.osce.org/

odihr/elections/121544.
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Graph 3: Pathways to in(direct) foreign financing of
political parties and campaigns

Throughout interviews conducted for this study, par-
ticipants frequently claimed that political parties in
Albania consistently omit certain donations and expen-
ditures from their reports submitted to the CEC, which
includes the failure to report and/or accurately assess
in-kind donations. They also claimed that the CEC'’s
scrutiny of the reports is inadequate and that under-
reporting practices go undetected. The example often
cited toillustrate how these practices shield disclosure
of foreign-sourced funding involved alleged payments
for lobbying of USA lawmakers. The allegations? focus
on payments made to and reported by the lobbyist to

the USA authorities in 2017 for work undertaken on
behalf of an Albanian opposition party. The source of
funds used in these payments appears to have originat-
ed from a shell company registered in Scotland, owned
by two offshore companies (in Belize) with Russian citi-
zens in administrative positions. These payments were
not included in the party’s campaign finance reports. If
the payments had been made to help defray the party’s
lobbying costs with the party’s knowledge, they would
be ‘in-kind’ donations that legally would need to be in-
cluded in the party’s election report as contributions to
and expenditures by the party.?

11. Another specific pathway that foreign actors have
used to interfere in countries’ politics is by financing
expenditures of non-contestant campaigners (also
known as ‘third parties’), particularly for social media
advertisements. Albania’s legislation, much like that
of other countries in the region of Western Balkans,
does not regulate “third party” spending - which cre-
ates space for non-contestant campaigners with du-
bious sources of funding to engage and contribute to
electoral campaigns. The phenomenon of social media
advertisements by unidentified and opaque sources
observed in the 2021 elections suggests it presents
a realistic avenue for foreign interference in future
Albanian elections. Legislative efforts are needed to
address the issue of third-party spending, including
digital advertising.

Electoral contests in a variety of countries over the
past decade have seen increased campaign spending
by those who are not contesting the election as po-
litical parties or candidates (e.g., as “non-contestant
campaigners” or “third parties”) and who operate inde-
pendently of them. For example, spending by non-con-
testants nearly doubled in the UK from 2010 to 2019.
Concurrently, there has been a dramatic increase in

the use of social media in election campaigns. In Lat-

28 https://www.motherjones.com/politics/2023/11/lulzim-basha-albania-russia-biniatta-trade/
29 If the payments were made to assist the party in the election but without the party’s knowledge, they could constitute third party

expenditures, which are currently unregulated in Albania,
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https://securingdemocracy.gmfus.org/wp-content/uploads/2020/08/Covert-Foreign-Money-Policy-Brief.pdf.
https://www.europarl.europa.eu/RegData/etudes/ATAG/2023/702577/EXPO_ATA(2023)702577_EN.pdf.
https://www.europarl.europa.eu/RegData/etudes/ATAG/2023/702577/EXPO_ATA(2023)702577_EN.pdf.
https://www.osce.org/files/f/documents/0/0/524385_0.pdf
https://www.osce.org/files/f/documents/0/0/524385_0.pdf
https://www.osce.org/odihr/elections/hungary/511441
https://www.osce.org/odihr/elections/north-macedonia/497338
https://www.osce.org/files/f/documents/f/f/551179_0.pdf
https://www.osce.org/files/f/documents/f/f/551179_0.pdf
https://www.osce.org/files/f/documents/2/0/545815.pdf
https://www.osce.org/files/f/documents/0/2/536993_0.pdf
https://www.osce.org/files/f/documents/2/7/549292_0.pdf
https://www.motherjones.com/politics/2023/11/lulzim-basha-albania-russia-biniatta-trade/
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via's case, such spending increased from EUR 69,296 in
2010 to EUR 294,405 in 2018.%° The US example from
2016 (see text in Box 2) may be one of the earliest and
well-documented online political campaigns paid for
by foreign actors. Despite some of the actions taken
by social media platforms to address the issue, there
have been numerous instances of online advertising
campaigns undertaken by Russia, China, Iran and oth-
er nations since 2018 involving countries in Western
Europe, Ukraine, the Western Balkans and more than a
handful of African countries.?!

Box 2:

2016 US elections case®?

The US 2016 elections are a well-documented example
of foreign actors spending large sums of money on paid
social media advertising to influence the outcome of
electoral events.

The Internet Research Agency (IRA), a Russian based
organization funded by Russian oligarch Yevgeniy Prigozhin
and his associated companies, mounted an extensive
operation to influence the US presidential election with a
goal of favoring the campaign of Donald Trump. In addition
to creating fake social media accounts and a variety of social
media groups, IRA spent about $100,000 on over 3,500
Facebook advertisements. Although paid advertisements
represented only a small fraction of funds the IRA spent to
influence the 2016 US presidential election, their outreach
was substantial and used to increase the audience for its
organic posts. It has been argued that this advertising “may
have helped IRA content reach as many US viewers as
actually voted in the election”

There is little official information related to the scope
of third-party expenditures in Albania, as social media
advertising is unregulated. However, the Balkan Inves-

tigative Reporting Network (BIRN) monitored social
media advertising in the 2021 Albanian parliamentary
elections, finding nearly $40,000 spent on social media
advertisements by unidentified sources.®® This sug-
gests that the third-party phenomenon already is part
of the Albanian political landscape, and a readily avail-
able path for foreign interference. Without regulation,
foreign states can covertly pay for misinformation cam-
paigns designed to influence the electoral campaign,
directly advocate for or against parties and candidates
and/or support groups undertaking divisive election-

eering activity.

In many jurisdictions, including Albania, third party
spending is not regulated and in others, the scope of
regulation is narrow.®* Albania’s Electoral Code defini-
tion of media is rather limited as it fails to define social
media, focusing instead only on the traditional media.
In the absence of regulation, there is no government
oversight over the source or amount of funds spent by
non-contestant campaigners.®> The absence of regu-
lation creates the opportunity to circumvent the rules
imposed on political parties and candidates. In most
jurisdictions there has been no or inadequate rules
for identifying who authorizes or pays for ads, and the
scope of distribution. Some platforms have taken steps
to address this regulatory lacuna by requiring advertis-
ers to register and creating advertising archives. How-
ever, not all platforms have adopted such measures
and there has been criticism about the effectiveness
of those that have been implemented. Countries are
beginning to address the regulatory vacuum with rec-
ommendations pending in the EU, legislative proposals

introduced but not enacted in the U.S and third party
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campaigning and paid social media advertising laws
adopted in some countries, such as Latvia.®® In March
2024, the EU introduced a new regulation on the trans-
parency and targeting of political advertising, aimed at
countering information manipulation and foreign inter-
ference in elections.®” The regulation will enable citi-
zens to easily identify political advertisements, under-
stand their sponsors, and know if they have received
targeted ads, thereby empowering them to make in-
formed decisions. It will also ensure that political ad-
vertising respects privacy rights and upholds freedom

of opinion and speech.

Recommendation

Regulation (laws and bylaws) should be introduced
to address the issue of third party/non-contestant
campaigning, including paid digital advertising. This
regulation should be tailored to avoid unduly restrict-
ing legitimate freedom of expression.

12. Additional tools which foreign governments have
been observed to use to funnel resources to politicians
and political parties include corporate entities (i.e., le-
gal or judicial entities); “straw donor schemes”%; and/
or cryptocurrencies.®’ There is little direct evidence to
suggest that such channels have been used to influence
elections in Albania. However, there is a possibility that
such meddling is already occurring and could occur in
the future due to poor enforcement of laws.

Foreign governments and their operatives are known
to use corporate entities (also known as legal or judicial en-
tities) as toeholds to establish a legal presence and thus
the ability to donate within targeted countries where
corporate donations are allowed. The requirements for
setting up a legal entity depends on domestic law but in
many market-based countries they are not very oner-
ous. In fact, many countries including Albania do not
foreclose ‘shell’ companies (companies without assets
or active business operations) from being created. Some
countries, Albania included, are now mandating great-
er transparency regarding ownership through benefi-
cial ownership registers. However, these regulations
may contain numerous exemptions, only necessitate
disclosure of beneficial owners above a specific thresh-
old, and may not always be adequately monitored and
enforced. In addition, many domestic companies are
subsidiaries of foreign legal entities, creating the po-
tential for injections of money from the foreign parent
company, which can then be used for election campaign
purposes. The Covert study highlighted several in-
stances where legal entities were used as vehicles not
only for circumventing rules against foreign donations
but for foreign interference (e.g., to weaken the target-
ed State).*° Unlike other cases which involve layers of
transactions amongst multiple entities, the case of Lev
Parnas and Igor Fruman is a relatively straightforward
example. (See Box 3)

36 Proposal for a Regulation of the European Parliament and of the Council on the transparency and targeting of political advertis-
ing, (COM(2021) 731 final); Proposal for a Regulation of the European Parliament and of the Council on the statute and funding of
European political parties and European political foundations, 25 November 2021, (COM(2021) 734 final)

37 EU new regulation on political advertisement

38 A“straw donor” is person who donates someone else’s money to a political party or candidate using his or her own name. Impermis-
sible donors, whether foreign or domestic, are known in many countries to engage in straw donor schemes which can range from

small to large scale operations.

39 Foreign funding of charitable and non-profit organizations has been identified as another potential loophole for foreign interfer-

30 See, International IDEA, “Regulating Online Campaign Finance: Case Study on Latvia” at
https://www.idea.int/sites/default/files/regulating-online-campaign-finance-latvia-en.pdf (visited June 29, 2023).

31 Covert Study at pp. 40-43.

32 Report On the Investigation into Russian Interference in the 2016 Presidential Election Special Counsel Robert S. Mueller,
https://www.justice.gov/archives/sco/file/1373816/download (visited June 30, 2023)

33 https://balkaninsight.com/2021/06/01/untold-story-dark-money-israeli-advisers-and-an-albanian-election/

34 Only six OSCE countries had 3™ party regulations in place in early 2022 and the legislation of those countries varied in scope.

35
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The OSCE-ODIHR now includes recommendations to regulate third party spending in its election observation reports as it did in
its report on the 2021 Albanian Parliamentary Elections. See https://www.osce.org/files/f/documents/5/1/493687.pdf at page
17.See also OSCE/ODIHR / Venice Commission Guidelines on Political Party Regulation, 2nd edition, CDL-AD(2020)032, paras
218 - 222 and 255-256.. Third-party financing in relation to election campaigns is defined as, “[clJampaign expenditures made
independently of a candidate or party with the aim of promoting or opposing a candidate or party, either directly or indirectly”.
See https://www.osce.org/files/f/documents/8/1/538473.pdf.

40

ence in election finance. Requiring non-profits to disclose funding from foreign funding sources has provoked concerns that some
governments are using such laws to stifle democratic debate and freedom of association. See ECtHR 2022c, involving the Russian
Foreign Agents Act, and European Court of Justice, Commission v. Hungary (Transparency of Associations), Judgment Case C78-
18, 18 June 2020. See also, https://www.europarl.europa.eu/RegData/etudes/ATAG/2023/702577/EXPO_ATA(2023)702577_
EN.pdf.. In light of the concern for fundamental freedoms and the potential for abuse arising from such regulation, we do not
recommend requiring disclosure of such funding for non-profits in Albania at this time.

Covert study at pp. 25-26 and pp.83-84.
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Box 3:

Lev Parnas and Igor Furman case

In the spring of 2018, Parnas, Igor Fruman, Andrey
Kukushkin and Andrey Muraviev, a Russian oligarch,
decided to launch a business aimed at acquiring retail
cannabis licenses in the United States. As part of that
plan, Muraviev agreed to wire $1 million, through a
series of bank accounts, to Fruman and PARNAS to fund
hundreds of thousands of dollars in political contributions
they had made or promised to make before the election
in November 2018. The purpose of the donations was
to curry favor with candidates that might be able to help
PARNAS and his co-conspirators obtain cannabis and
marijuana licenses. To obscure the fact that Muraviev
was the true donor of the money, the funds were sent to a
business bank account controlled by Fruman’s brother, and
then the donations were made in PARNAS's and Fruman'’s
names. In addition, others have alleged that Mr Parnas and
Mr Fruman then used their political access to try to get the
then US Ambassador to Ukraine dismissed and that they
were also “secretly working for Russian and Ukrainians
trying to help Trump acquire harmful information on his
leading political opponent, Joe Biden”.

There is also evidence that foreign interests have disguised
their funding by giving money to permissible donors who
then contribute the funds to political parties and candi-
dates (straw donors). These donations appear to come from
legitimate donors, but the funds used do not actually
come from the identified donor. This phenomenon is
not limited to foreign sourced donations, it can be used
by any illegal source of donations and is an easy path-
way for foreign governments to use to inject money
into another country’s political campaigns (see Box 4).
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Box 4:

George Nader case

George Nader, an American businessman with close ties to
the Crown Prince of the United Arab Emirates, was indicted
in the USA for funneling contributions through straw
donors in connection with the 2016 presidential election.
Nader pled guilty to funneling more than $3.5 million in
illicit campaign donations through a California businessman
to buy access and influence in Washington. Donations
were directed initially to political action committees
associated with Hillary Clinton and later to committees
associated with the successful candidate, Donald J. Trump.
The indictment noted that he did this to gain “favour” and
“potential financial support” from an unspecified foreign
government, which many have concluded was the Crown
Prince of the United Arab Emirates.

Likewise, cryptocurrency remains a largely unregulated
industry in Albania, despite its expanded use in the past
decade. Cryptocurrency transactions often do not identify
those involved in the transaction in any sort of transpar-
ent or accessible record*. This discretion creates fertile
ground for hiding the foreign origins of donations and
election campaign expenditures, which undermines the
keystone of political finance regulation, namely trans-
parency. In addition, candidates, parties or non-contes-
tant campaigners can use crypto currencies for cam-
paign expenditures, obscuring the true source of funds
used to finance the expenditure. The 2016 US election
provides an example of how cryptocurrency transactions
can be used to shield the foreign origins of fundings.

Box 5:

Cryptocurrency and Russian hacking of political
party computers

Once again, the extensive scrutiny and criminal
investigations into the 2016 US presidential election
provides an evidence-based example. An indictment was
brought against a group of Russian for the hacking of the
Democratic National Party’s computers. The indictment
details how the defendants (on behalf of the Russian
Military intelligence service, known as GRU), laundered
money through a series of cryptocurrency transactions
to buy what was needed for the hacking mission. This
included payments for items such as servers, domain
registrations, and other related expenses.

Based on interviews with local experts, domestic ‘off

https://www.monitor.al/e-ardhmja-e-pastrimit-te-parave-permes-kriptomonedhave/
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the books’ political funding and lack of in-depth over-
sight of the current rules are currently of greater con-
cern than foreign interference in political and election
funding. Some evidence has emerged suggesting the
use of corporate entities with unclear ownership in fi-
nancing overseas lobbying services for Albanian polit-
ical parties (see Box 6). In addition, Albania’s political
finance laws are riddled with loopholes that could eas-
ily be exploited by foreign actors seeking to exert in-
fluence (see discussion in next section on institutional
vulnerabilities).

Box 6:

GeExample of potential foreign funding in
Albanian political finance*?

In 2020 Tirana Court of Appeal dismissed charges against
Democratic Party leader and two other high ranking party
officials regarding lobbying in the US in 2017. The Appeal
Court agreed with the decision of the Tirana District Court
that found no evidence to suggest that Democratic Party
had paid a sum of $ 500,000 for lobbying, which led to both
accusations, that of falsifying in wealth declaration forms,
and of money laundering, could not be proven. Tirana
prosecutors investigated a $500 thousand payment for
the American lobbyist Nick Muzin, which had declared
in his FARA registration that the payment was made on
behalf of the Democratic Party of Albania. The court found
no credible evidence that a contract between DP and
Muzin existed, and that the money was actually paid by the
Democratic Party.

a. What are Albania’s political finance system key

institutional vulnerabilities?

13. The current legislative framework on political par-
ty financing creates pathways for foreign entities to
finance political parties through shell companies (ju-
dicial persons). Albania could follow the example of
many European countries in explicitly banning dona-
tions from judicial entities.

Article 21 of the Law “On political parties” states that
“inancial and material assistance from foreign or private
entities or governments...shall be prohibited,” and Article

92/1(1) of the Electoral Code (2021) only allows electoral
subjects and their candidates to receive electoral campaign
funding from domestic legal persons. There is no definition
in either law about what constitutes a ‘foreign entity’ or ‘for-
eign legal person'’. In addition, as noted earlier, the law does
not prohibit shell companies or foreign controlled domestic
companies from spending money in connection with Alba-
nian elections. As such, the current legal restrictions offer
little value in deterring the use of judicial persons as a vehi-

cle for exerting foreign interference.

Albania could follow in the footsteps of countries that have
tried to impose restrictions against donations from shell
companies and/or to limit the use of corporate econom-
ic power in the political marketplace. This approach has
been of questionable success. For example, in the UK, only
UK-registered companies incorporated and ‘carrying on
business’ in the UK may provide law donations and loans.
However, the term ‘carrying on business’ is broadly in-
terpreted to include start-ups and shell companies. Al-
ternatively, the law could be amended to allow entities
whose beneficial owners are Albanian citizens to en-
gage in political finance activity. This would require dis-
closure of all beneficial owners of the legal entity - not
only at the time of registration, but also when the cam-
paign spending occurs. The recent Albanian law creat-
ing a register of beneficial owners (those with a 25 per
cent interest) could potentially prove helpful, but this
approach would require confidence in the reliability
of the register and its enforcement. The law could also
require that any spending by judicial entities be funded
from their trading activities in Albania. This approach,
however, is not straight-forward. It would be hard for
recipients to assess the legitimacy of donations when
received and would present enforcement challenges.

Given these concerns, it is perhaps unsurprising that
an increasing number of countries have prohibited do-
nations from judicial entities. This is now the case for
40 per cent of European countries and 27.2 per cent of

countries worldwide.*® The main reasons for banning

42 “Kontrata e fshehte e PD me lobistin amerikan, transferta milioneshe perms kompanise offshore”. Reporter.al.
The Russian lobby file, two years of procrastination in the justice system and in the end Basha was forgotten - en.Faktoje.al.
43 https://www.idea.int/data-tools/question-view/529 (visited 8 May 2023)
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election spending by legal entities are: 1) the challeng-
es encountered in distinguishing which ones are suffi-
ciently domestic to participate in the electoral process;
2) the concern that the voices of the economic market
place should not dominate in the political market place;
and 3) the notion that only those with are eligible to
vote should be donating or spending money to influ-
ence the outcome of elections.*

In the 2021 Albanian parliamentary elections, financial
reports submitted by the three main political parties
revealed that only seven legal entities made donations
for the campaign, and these contributions accounted
for less than 5 percent of the total campaign funds.
This suggests that legal entities are not currently a
significant source of acknowledged funding. Conse-
quently, closing this loophole by banning donations
from such sources would not have a material effect on
the financial well-being of political parties. Interviews
conducted with a variety of interlocutors for this study
garnered significant support for moving forward with a

ban on donations from legal entities.

Recommendations

»  Consideration should be given to preventing
judicial entities from being conduits for foreign
funding. The most direct way of reducing such
potential for foreign interference would be to
ban political donations and election expenditures
by such entities. It may be worthwhile to consult
with political finance regulators in European coun-
tries where such bans have been adopted to deter-
mine if they have resulted in any unintended conse-
quences or problems.

*  The law currently only addresses ‘foreign’ as-
sistance/donations to parties and candidates.
It does not prohibit foreign persons/entities
from making expenditures in connection with
elections. This omission should be remedied
by legislative amendment and the law should
include a definition of what constitutes a

"foreign entity." In addition, the law should define
what constitutes a “gift” or “assistance.”

. To increase deterrence, the law should make it
illegal to encourage/solicit foreign donations/
campaign expenditures and it should be included
as a criminal offense in the Penal Code.

14. Albania’s political finance regulatory regime is sus-
ceptible to “straw donor” schemes that could conceal
foreign money. Extending the scope of details in donor
statements and increasing the penal liability for false
declarations through the Criminal Code could serve as
a potential deterrent to any abuse of the law.

“Straw donor schemes” are challenging to detect due to
their covert nature, but there are options to consider
for guarding against and/or detecting ‘straw donors.
Albanian legislation requires that donors submit a
donor statement affirming that they meet the eligi-
bility requirements for making the donation set out
at Article 92/1 of the Electoral Code. Donors must
declare they are not a legal person or the sharehold-
er of a legal entity that:

e hasreceived public funds or contracts;

e exercises media activity;

e been apartner in publicly funded projects;
e or owes money to the State.

There is scope to extend the donor declaration to re-
quire donors to affirm that donations come from their
own funds and are not on behalf of anyone else. It may
also be worth revisiting the sanction imposed on donors
under Article 173(7) for making a false declaration. The
sanction currently imposes a fine of up to 30 per cent of
the donated amount. Increasing that amount and creating
potential penal liability for both the actual and the straw
donor could serve as deterrents against such schemes.

Detecting straw donor schemes is challenging. In some
countries, such as the U.S, donors must provide not only
their name and address but also their employer’s name

44 The United States Supreme Court rather controversially concluded, in a 5-4 decision, that the freedom of speech clause in the
constitution prohibits government from restricting expenditures for political campaigns by corporations in Citizens United v. FEC

558 U.S. 310 (2010).
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and their occupation. This information is made public,
and the oversight body and the public can assess the in-
formation for patterns that raise suspicions about the
true source of funds. Although such reporting require-
ments provide a rich database of information, they can
also deter citizens from donating money for fear of re-
taliation or reprisals. In other countries, the oversight
body’s donor database links to the databases of other
state institutions, which allows for red flags to be raised
when the donor’s financial ability to make the reported
donation is in doubt (e.g. no income reported to the tax

authority or donor receives social assistance, etc.).

Albania should provide in the Criminal Code a new
criminal offense related to donors submitting false dec-
larations in the financing of political parties and elec-
toral campaigns. The offense will make it more difficult
for foreign states and actors to interfere by curbing crim-
inal behavior and deterring third parties from supporting
foreign actors in that behavior. It will demonstrate that
false donor declarations in Albanian election and political
parties financing is a criminal activity that should not be
tolerated, and Albania’'s commitment to tackling it.

Recommendations

* The CEC should consider amending the donor
statement to require donors to affirm that they are
making the donation from their own funds and not
on behalf of anyone else.

. It is further recommended that the law be amended
toincrease the sanction for either funding or allowing
one’'s name to be used as a straw donor.

. It would be worth exploring options for linking the
CEC’s donor database with databases of other
relevant public databases to flag possible straw
donor situations.

15. Albania’s legislation regulating cryptocurrencies
is nascent and does not address transparency require-
ments for transactions. Law on political parties and
Electoral Code should ban cryptocurrency donations
before they emerge as a problem.

Albania has recently enacted a law to regulate crypto-
currency companies. It requires such entities to meet
some general conditions and special criteria to become
licensed cryptocurrency traders. To date, no companies
have registered yet. However, the law does not address
transparency requirements for individual cryptocur-
rency transactions. It thus is an area that could be used
for malign foreign interference purposes. During our
interviews, one interlocutor posited that cryptocurren-
cy was not yet being used in Albania and that would be
premature to address the issue now. Other interlocu-
tors were more favorable about taking preventative
measures now. The regulation of cryptocurrencies
clearly extends beyond its use for political purposes
and will need time to evolve. However, one solution
could be to amend the Electoral Code and the Law on
Political Parties to prohibit all cryptocurrency trans-
actions when it comes to donations and political party/

election expenditures.

Recommendation

The Law on Political Parties and the Electoral Code
should be amended to prohibit cryptocurrency trans-
actions in relation to political donations and party/
electoral expenditures.

16. Legislation regulating party and election fi-
nance needs additional safeguards to enable en-
forcement, including refining certain legal defini-
tions of funding entities; demanding more frequent
and detailed reporting of finances by political par-
ties which be published in a timely and user-friend-
ly way, and imposing stricter penalties, including
the criminalization of unlawful foreign funding.

Albania strengthened parts of the legislative frame-
work for regulating party and election finance with the
2021 amendments to the Electoral Code. Nonetheless,
further changes are needed to enhance the regulato-

ry framework and to guard against foreign funding.
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The initial roadmap of changes required has been high-
lighted by international reports. For example, the Eu-
ropean Commission’s 2022 Albania Report states that
the Albanian Parliament still needs to adopt a unified law
on political party and campaign financing. And in its most
recent report, OSCE/ODIHR again notes that Albania has
yet to act on recommendations previously made, includ-
ing the regulation of third-party expenditures.

Regarding foreign interference, there are four specific
measures that should be addressed. First, there is the
issue of legal definitions. The Law on Political Parties
prohibits financial and material assistance to parties
from foreign public or private entities or governments,
as well as from Albanian public entities or those with
the participation of state capital. However, the law per-
mits gifts and assistance from a party or internation-
al union of parties, from Albanian or foreign political
foundations and organizations, as well as from Alba-
nian private, natural and legal persons. The law on Po-
litical Parties does not define “foreign public or private
entities,” nor does it provide a legal definition of what
constitutes a “gift” or “assistance.”

The second issue relates to sanctions. At present, the
unlawful foreign funding of political parties and their
election campaigns is treated as an administrative of-
fense punishable by a fine under Albanian law. In cases
where a political party or its candidate accepts and uses
funding from foreign sources, the legislation does not
deal with it in a clear and exhaustive way. For example,
in other countries in the region, the acceptance and use
of foreign funds is treated as a criminal offense. Such
violations must be classified in the Criminal Code of the
Republic, clearly and without leaving any room for in-

terpretation, as serious criminal offenses.

The third issue is the frequency of reporting. Currently,
political parties report on their finances on an annual
basis and on their election financing after elections. It
may be useful to have political parties report on a quar-

terly basis or semi-annual basis as it would provide more

timely transparency and potentially spread the supervi-
sion efforts of the CEC more evenly throughout the year.
Some level of pre-election reporting of election income
would also be in keeping with international good practice
and OSCE-ODIHR’s prior recommendations.*®

The fourth issue relates to the publication of data re-
ported to the CEC. The Albanian Constitution (Article
9) enshrines the fundamental principle of transparen-
cy by stipulating that “[t]he financial sources of parties
as well as their expenses are always made public.” For
transparency to be meaningful, the data must be pre-
sented in a way that allows for easy examination and
cross-referencing, and it needs to be available prompt-
ly. This enables oversight bodies, investigative journal-
ists, civil society organizations, political opponents and
the public to scrutinize the information and flag possi-

ble instances of noncompliance with the authorities.

Recommendations

. Parliament must enact comprehensive and clear
legislation that aligns with the goal of prohibiting
foreign money entering the electoral process, in-
formed by the experience and views of the over-
sight institution(s), civil society organizations and
those who are to be regulated by the law.

. Oversight institution(s) need adequate resourc-
es (human, financial and technical) to undertake
advisory, supervisory and enforcement actions to
ensure the rules prohibiting foreign funding are
understood and enforced.

*  Therules must provide for transparency of money
used in connection with elections to ensure that
the publication of financial data is done in a way
that is downloadable and machine readable and
that information is made publicly available in a
timely manner.

*  All institutions involved in the oversight and en-

forcement of provisions preventing foreign fund-
ing (e.g. the Central Election Commission,

45 European Commission’s Albania 2022 Report. OSCE/ ODIHR, Republic of Albania, Election Observation Mission Final Report,

Local Elections, 14 May 2023
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anti-money laundering institutions and the courts)
must work together and demonstrate political will
to enforce the law against foreign funding.

17. Effective enforcement of political finance and
electoral campaign laws will also require strength-
ened capacities for the Central Election Commission
and its structured cooperation and coordination with
a range of other state bodies with adequate oversight
functions. Some format of institutional coordination
should be established, for example, with bodies regu-
lating issues of money laundering or media.

In recent years, there have been significant changes to
the structure, staffing and remit of the Central Election
Commission’s political finance function. Some have noted
improvements in the level of political finance transparen-
cy, while others have criticized the level of scrutiny given
to financial and audit reports and questioned the accuracy
of information reported. Many have opined that political
parties spend far more on their election campaigns than
what is listed in their reports. There needs to be a skilled
examination and robust challenge brought to bear on the
financial reports submitted to the CEC to ensure that they
reflect all currently regulated income and expenditure, and
that everything is properly documented. Election expenditure
needs to be monitored to ensure the reports are comprehensive

and accurate and any gaps identified should be investigated.

If the legislation is amended to cover election expenditures of
non-contestant campaigners and social media advertisements,
the workload of the CEC would increase significantly. It will
need the resources necessary to produce good guidance mate-
rials, monitor third party spending and social media and to en-
force the new rules. The resources needed will likely include ad-
ditional, well-trained staff, IT programs and connectivity with
other state databases. However, tackling foreign interference is
not something the CEC can do entirely on its own. Monitoring
assistance could be drawn from civil society groups and investi-

46 Supra note Covert Study at p. 59.

gative journalists provided financial data is publicly available in
a timely fashion and in a user-friendly format.

In addition, the issues raised by foreign funding streams are
cross-cutting and extend potentially to anti-money laundering,
judicial/legal entity registration, media ownership and prosecu-
tion of domestic and/or foreign actors. Those who seek to exert
foreign interference do not rely on a single pathway and their
activities often have several strands, leading some to coin the
term ‘multi-vector’ campaigns.*® Based on discussions with
a number of interlocutors, it appears that foreign inter-
ference in Albania’s political arena (and with its political
finance system in particular) ranks fairly low on the agenda
of relevant oversight bodies and is not being addressed in
an active and coordinated manner. This issue needs to be
a greater priority for all public institutions that oversee
aspects of the election campaign process, and there needs
to be a mechanism that brings these institutions together
for purposes of preventing, monitoring, investigating, and
sanctioning those who engage in foreign interference with

Albanian political finance.*”

The organic laws of each relevant public institution should
be reviewed to ensure it includes this issue as part of the
institution’s remit and to mandate the senior executive
within each institution to coordinate on an inter-institution-
al basis. The State Elections Commissioner could be invested
with the coordinator role for this purpose and have the duty
to convene meetings and report of the activities undertaken.

Recommendation

. Reassess the CEC’s human and technical re-
source requirements to encompass the chal-
lenges of regulating third party expenditures,
social media advertisements and enhanced
bans on foreign sources of funding.

*  Consider establishing an inter-institutional
working group targeting foreign funding of
political parties and election expenditure.

47 Without seeking to be overly prescriptive in terms of composition and format, we recommend that the organic laws of each relevant
public institutions be reviewed to ensure it includes this issue as part of the institution’s remit and to mandate the senior executive
within each institution to co-ordinate on an inter-institutional basis. The Commissioner for State Elections could be invested with
the coordinator role for this purpose and have the duty to convene meetings and report of the activities undertaken.
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PATHWAY 2:
MANIPULATION OF
THE INFORMATION
ENVIRONMENT

a. How s this interference manifested?

18. Russia’s disinformation*® operations have limited
space to use soft power and promote the Kremlin's
viewpoints in Albania due to the country’s clear geo-
political orientation. Yet, there is ample space to co-
vertly pollute the information environment in such
a way that it: 1) fuels domestic narratives in line with
Russian tactical objectives; and: 2) empowers actors and
networks who could grow into political veto players.

Public sentiments towards Russia are not positive in Al-
bania - in fact, the attitude of most may be classified as
hostile.*” There is no linguistic or cultural affinity with
Russia, nor any political option or mainstream network
which supports greater ties with Russia. Discussions
about Russian influence in the country are in fact most
centered on the trading of allegations between political
parties against one another for having ties with Russia.
There are also no publicly known Russian-owned me-

dia outlets in Albania, openly promoting pro-Russian
narratives. Yet the absence of these does not mean that
Russian disinformation in Albaniais not present in more
covert and subtle ways. A recent study shows that even
though state-sponsored Russian media outlets (RT and
Sputnik) do not publish stories in Albanian language,
pro-Kremlin narratives, particularly on the invasion of
Ukraine, have circulated in Albanian language media

outlets.”®

Lessons could be drawn from the Kremlin's playbook>!
toidentify avenues through which disinformation oper-
ations may be tailored to disrupt domestic political de-
velopments in a way that achieves Russian objectives.
Russia has been known to use the Soviet information
warfare concept of “reflexive control”>?, which entails
polluting the information environment in such a way
that an opponent is “voluntarily making the predeter-
mined decision desired by the initiator”.>® The strategy
relies on active measures such as data dumps or fake
news stories at opportune moments to provoke certain
reactions and exploit social and psychological vulnera-
bilities. This strategy relies less on the goal of generat-
ing a positive image of Russia and more on fueling spe-
cific narratives as well as amplifying and empowering
actors and political networks whose vested interests

(wittingly or unwittingly) overlap with Russia’s goals.

Since the 2016 U.S elections, which drew attention to
the Kremlin’s influence operations, the latter have be-
come more sophisticated in their approach by “co-opt-
ing authentic domestic voices and institutions to pro-
mote their narratives, trying to launder pro-Russian
narratives by concealing their origin, and adjusting bots’
and trolls’ behavior to make them appear more authen-

48 Disinformation is defined as the deliberate spread of false or misleading information with the intention to deceive or manipulate
an audience for political, financial, or social gain. This practice is distinct from misinformation, which refers to the unintentional
sharing of false information. Disinformation aims to influence public opinion, disrupt social cohesion, or undermine trust in institu-

tions.

49 A recent poll finds that 40 per cent of Albanians view Rusia’s influence in Albania as “extremely harmful”, second only after Iran
(43 percent). Source: “Public perceptions on influence of External Actors Towards Albania”. Western Balkans Security Barometer,
2023

50 “Russian state-sponsored disinformation narratives in Albania” - BIRN Albania

51 “The Kremlin Playbook in Europe” - Center for the Study of Democracy.

52 “Disinformation and Reflexive Control: The New Cold War” - Annie Kowalevski - Georgetown Security Studies Review

53 Ibid.
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tic”5* The terrain within which Russian disinformation
operates may be entirely homegrown and reflect au-
thentic dissatisfaction with Brussels or Washington by
certain interest groups (i.e. organized crime elements),
or authentic societal and identity cleavages (i.e. by far-
right or religious extremists). Foreign-sourced disinfor-
mation may be hard to trade and identify, but it could be
an important source fueling their narratives, nurturing
anti-Western sentiments, and - most importantly -
empowering domestic political networks Russia views
as beneficial to its goals. In a deeply polarized society
like Albania where elections have historically (albeit
not recently) been close, these types of networks could
become important veto players with the power to pre-
vent changes to the status quo - and as an influential
source of mobilizing voters. Over the long-term, they
may bring currently marginal anti-Western narratives

into the mainstream.

A key moment for Russian disinformation in Alba-
nian information ecosystem is related with the war in
Ukraine. A BIRN study® finds that false news on the
war in Ukraine proliferated in Albanian language media
outlets during the first eight months of 2022. Generat-
ed mainly abroad and distributed on social media, this
false news has been translated and republished by lo-
cal digital native media websites, television, radio, and
newspapers, primarily for commercial reasons and with
no clear ideological backdrop. The study argued that
the spread of disinformation on the conflict is high-
er than previously reported, with mainstream media
republishing most of the false news. Online news por-
tals, have a higher number of false news republications
compared to other media as they often lack resources
to establish effective editorial structures and revert to

copy-pasting content from other media without verify-
ing the veracity of such stories, photos, or videos.>® The
study also shows that social media users have higher
interaction rates with false news and hoaxes but low
interaction rates with articles debunking these stories.
However, it is also important to notice that the study
shows that the majority of false news circulating were

with pro-Ukrainian messaging.>’

19. In many democracies, Russian information war-
fare efforts have been proven to support extremist
actors and networks that promote narratives against
women and LGBTQI+ rights as a gateway to push an-
ti-Western conspiracies among social conservatives.
These narratives have developed resonance in Alba-
nia during the past few years due to a range of highly
active actors and networks with access to mainstream
media and an online media scene that is highly vulner-
able to clickbait and fake news.

One component of the Kremlin playbook in many parts
of Europe has been the promotion of narratives which
aimto portray the West as degenerate in terms of tradi-
tional values and to foment socially conservative reac-
tions towards the West. One particular issue of focus is
that of gender and LGBTQI+ rights, which is often por-
trayed as a Western agenda to destroy traditional fam-
ilies.>® Russia has been known to fund ultra-conserva-
tive and extremist religious movements which use such
discourse,* and is estimated to be “a major power cen-
ter in global anti-gender mobilization.”¢® Studies have
traced this funding as being routed through oligarchs,
dark money channeled to political actors through “laun-
dromats” as well as state-funded agencies.* While it
was impossible to determine the amount of funding

54 “Influenced by Russia: The Targets and Intentions of Information Operations” Maria Snegovaya for Institut Montagne:

55 “False news of Russian invasion of Ukraine in Albanian media” - BIRN Albania.

56 Ibid.

57 Ibid.

58 “Disinformation campaigns about LGBTI+ people in the EU and foreign influence” Cecilia Strand and Jakob Svenson. Briefing to
European Parliament INGE Commiteee:

59 “We know Russia funds Eruope’s far Right. But what does it get in return?” - Neil Datta - Open Democracy

60 “Tip of the Iceberg: Religious Extremist Funders against Human Rights for Sexuality and Reproductive Health in Europe 2009

-2018" European Parliamentary Forum for Sexual and Reproductive Rights.

61 Ibid.
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from laundromats and state agencies, according to a
large-scale study, Russian anti-gender financing from
oligarchs between the years 2009 to 2018 was estimat-
ed at 188 million USD.%2 A considerable amount of this
money is spent on disinformation, particularly on social
media where troll farms regularly harass and intimidate
women and LGBTQI+ activists.®®

There is no evidence to suggest that Russian funding
has been used in Albania to support these causes, large-
ly because most of these resources arrive through in-
formal channels and there is little transparency within
religious organizations.** In fact, an even larger amount
of funding on such causes globally arrives from evan-
gelical Christian movements based in the U.S.%> Howev-
er, over the past few years, anti-gender rights discourse
has grown in prominence in Albania.*® For example,
the “Alliance for the Protection of Families” has seen
notable joint efforts by Protestant and Muslim cler-
ics against same sex marriage®” or parental rights for
LGBTQI+ persons.®® This is consistent with the finding
of a global study on foreign influence that “religious
networks play a formal and informal role in anti-gen-
der mobilization.”¢? Many of the narratives promoted
by these groups in Albania, especially on social media,
overlap with the global disinformation efforts of for-
eign actors on gender.”°

There is a degree of overlap between the networks and
actors pursuing anti-gender discourse with far right in-

dividuals promoting anti-Western conspiracies, for ex-
ample those on Soros’s plans to depopulate Albania,”*
or conspiracies about the Western origins of Covid-
1972 - themes which Russian disinformation is also
known to amplify.”® These narratives and the usually
foreign-sourced fake news items have not only pene-
trated the highly unregulated world of online portals,
but several of their proponents have obtained prime
time spots in mainstream media.”* Some of these ac-
tors - such as for example in the case of an extremist
Imam with wide public following - have been embraced
by political elites.”> The growing media space for such
narratives and the growing political power of these
networks could provide an avenue for foreign actors to

increase their influence.

20. There are signs that Russian disinformation may
be seeking to amplify nationalist and far-right senti-
ments among Albanians in the region as well as narra-
tives questioning Albania’s regional policy and its EU
accession path.

A prominent component of Russia’s disinformation
strategy in Western Europe is the effort to amplify
the narratives of far-right and far-left political parties,
which embrace sovereignist discourse critical of the
EU, U.S. and NATO, as a means of fomenting divisions
within the West.”¢ This is done either through content
from traditional media like Sputnik and RT, or through

62 Ibid.

63 “Gendered Disinformation:” Tactics, Themes and Trends by Foreign Malign Actors” U.S. Department of State, Global Engagement
Center.

64 Author conclusion based on interviews with experts.

65 “Tip of the Iceberg: Religious Extremist Funders against Human Rights for Sexuality and Reproductive Health in Europe 2009
-2018” European Parliamentary Forum for Sexual and Reproductive Rights.

66 Conclusion based on interviews with media experts in Albania.

67 “Té mbrojmé familjen: Ahmet Kalaja i bashkohet pastorit Akil Pano” Vizion Plus.

68 “Fitore e madhe e familjes, pastori Akil Pano fiton gjygin kunder agjendes se komunitetit LGBT”. NewsBomb

69 “Tip of the Iceberg: Religious Extremist Funders against Human Rights for Sexuality and Reproductive Health in Europe 2009
-2018” European Parliamentary Forum for Sexual and Reproductive Rights.

70 “Malign Creativity: How Gender, Sex and Lies are Weaponized Against Women Online” Wilson Center.

71 “Goxhaj: Soros ka ne agjende shpopullimin e Shqiperise.”

72 “Conspiracies and Covid-19 in the Balkans.” BIEPAG

73 “Study Shows How Russian, Chinese Disinformatino About Covid 19 Evolved During the Pandemic” Radio Free Europe.

74 “Albanian Broadcasters Happy to Host Antivaxxer Conspiracy Theorists” Balkan Insight
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76 “Divide and Rule: How Russia Wants to Win the Information Cold War” Visegrad Insight
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troll farms on various social media platforms.”” In the
Western Balkans, Russia pursues a similar strategy
with the aim of preventing regional countries from set-
tling bilateral disputes and getting closer to achieving
their EU full membership aspirations. A recent example
of such engagement was observed in 2018 in North
Macedonia while it was working towards an agreement
on the name dispute with Greece, which would open
the former’s path towards NATO membership. Russian
disinformation amplified nationalist actors and parties
seeking to undermine the agreement in both coun-
tries,”® while a Russian oligarch was arrested in Greece
for providing funding to far-right organizations for such

a campaign.”?

Russian disinformation efforts targeting the far-right
are most prominent in Serbia, where nationalist sen-
timents aim to prevent a normalization agreement
with Kosovo, fueling secessionism in Bosnia and Her-
zegovina and sustaining Serbia’s pro-Russian course.
One side effect of this effort is to amplify Albanian
nationalism. A regular feature of Russian disinfor-
mation and of pro-Russian voices in Serbia over the
past few years has been an emphasis on the threat of
Greater Albania.® Sputnik Serbia, for example, regu-
larly covers commemorations of the Albanian League
of Prizren and echoes any statements by leaders of
Albania and Kosovo as signs of an active project of Al-
banian unification.! It presents a narrative of Serbs
under siege from its neighboring “American clients”
and projects Serbia’s enemies as its own. By stoking
fears of Albanian nationalism, Russia capitalizes on
existing tensions and cleavages between Western
Balkan nations, in an attempt to prevent them from
forming cohesive alliances that might oppose Russian

influence. This tactic also might undermine Albanias
image and its efforts towards European integration by
associating it with aggressive nationalist projects. In
the immediate period after the start of the aggression
in Ukraine, the Kremlin singled out Albanians, Koso-
vars and Bosnians among the foreign fighters groups
fighting for Ukraine.®? In a mirror image of Russia’s dis-
information strategy for Ukraine, which it portrays as
a Nazi state, Russian disinformation also presents the
Greater Albania of 1939 to 1944 as a Nazi project and
the West’s support for Kosovo's independence today
as a continuation of that project.® This strategy aims
to exploit historical grievances and nationalistic senti-
ments to destabilize the region and maintain Serbia’s
alignment with Russian interests. This manipulation of
information might hinder the region’s progress towards
European integration and democratic development.

It is within this framework of a broader Balkan strate-
gy of fomenting nationalism that Russia has a primary
strategic interest in nurturing and amplifying far right
sentiments in Albania. Disinformation experts suggest
that the most common theme of disinformation orig-
inating from Serbia is the narrative of an imminent
war in Kosovo.8* While there are no notable (not even
marginal) far-right groups in Albania, there has been
increased activity online by groups openly promoting
fascist ideas.®> There are also more than 500 unver-
ified and anonymous nationalist Albanian accounts
on Twitter, many of which seem inauthentic - bots
promoting nationalist and often anti-Western narra-
tives - and some of which interact or retweet pro-Rus-
sian bots.®¢ Many of these accounts have also been
observed calling for the unification of Kosovo with
Albania, fueling hate speech against Serbs or sectari-
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an (religious) divisions among Albanians, or promoting
anti-Western conspiracies.®”

Disinformation from Russia may also seek to exploit
tensions between Albania and Greece by using as a
launchpad far right elements in Greece. The recent
arrest of an ethnic Greek mayoral candidate for the
southern town of Himaré (on charges of vote buying)
has for example led to a major political dispute between
Albania and Greece. According to media articles, the
mayoral candidate Fredi Beleri had at least some con-
tacts as a 20-year-old with the paramilitary organiza-
tion Northern Epirus Liberation Front (MAVI)2 and has
been suspected by some Albanian media outlets of par-
ticipating in the killing of Albanian border control sol-
diers,® although he has never been officially charged
for these accusations. During the pre-electoral phase
for the local elections in 2023, Beleri was criticized for
his anti-Albanian narrative, and for statements made
during meetings in Athens during which he claimed
that if elected he would push forward with the plan to
“Hellenize Himara”.?° During his visits in Athens, Beleri
was seen meeting with Greek extreme right members
such as, Thanos Plevris, Eleftherios Oikonomou, Babis
Karathanos (non-grata in Albania), and members of the
dissolved party “Golden Dawn.” Golden Dawn, togeth-
er with other Western European extreme right parties
have been accused of receiving Russian financial sup-
port.”* This connection suggests that Russian disinfor-
mation efforts could be leveraging these far-right net-
works to deepen existing ethnic and political tensions
between Albania and Greece. However, it is important
to recognize that many of these narratives, particularly
those surrounding Beleri’s intentions and actions, are
highly contested and have been fueled by certain actors

for political confrontation and by certain media outlets.

21. Disinformation from foreign actors frequently
seeks to fuel public mistrust in democratic institu-
tions, reforms, and governments. Media narratives
questioning the credibility of its elections and the in-
tegrity of institutions, especially the Western-spon-
sored judiciary reform, have been prominent in Alba-
nia. While these narratives are largely the product of
domestic political polarization, sponsored attacks by
domestic interest groups, or authentic civic grievanc-
es with weak institutions, they have been fueled on
occasion by suspected foreign interference through
cyber-attacks and data dumps.

Foreign actors like Russia and Iran are known to exten-
sively use cyber-attacks to gain access to critical infra-
structure of adversary countries and obtain sensitive
information, some of which is then dumped into the
media as part of influence operations. A well-known ex-
ample is the hacking of the U.S Democratic Party email
system and the leaks to Wikileaks in the run-up to the
2016 U.S elections.”? Russian cyber-attacks have also
been prominent during points of political tension in Eu-
ropean countries, including Montenegro and Georgia.”
Cyber-attacks are on therise: in the lead up to and after
the start of the aggression against Ukraine, Russian cy-
ber-attacks on NATO member countries quadrupled in
2022 compared to 2020.74

In 2022, Albania experienced a major cyber-attack
attributed to Iran by the FBI.?> Hackers were able to
penetrate deep into Albania’s internal government
systems and harness data from across government net-
works, which caused many systems to shut down for
weeks. This was followed by a series of data dumps on
the Telegram channel from a group of hackers calling it-

self ‘Homeland Justice! The leaks included state police
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records and even the identities and personal details of
600 Albanian intelligence officers.?® The incident un-
dermined public trust in institutions and exposed the

weaknesses in Albania’s cybersecurity infrastructure.

Cyber-attacks have not been the only source of data
dumps - there were also two prominent internal in-per-
son leaks resulting from corruption. In April 2021, two
weeks before Albania’s Parliamentary elections, a data
dump to an Albanian portal uncovered the private in-
formation and personal data of nearly 910,000 indi-
viduals.”” The dataset, which contained private infor-
mation of citizens that could have only been obtained
through government systems, seemed to be an internal
document of the governing party for voter mobilization.
In December of the same year, another data breach
from the Tax Administration provided the monthly sal-
aries, job positions, names, and ID numbers for nearly
630,000 citizens.?® This was followed by a similar leak
of car license plates. These databases widely circulat-
ed via WhatsApp, and the media covered the salaries of
public persons extensively. Four government officials
were prosecuted for leaking the dataset in exchange
for money. At least one person involved was reported

to have business ties with a Russian fintech oligarch.??

Reports have documented the usage of media for black-
mailing or pursuing hidden agendas not necessarily in
the public interest.’® The phenomenon is primarily
linked with sensationalist and anonymous website
portals which very frequently lead targeted assaults
against institutions and individuals with speculative
and unverified reports that fail to meet any journalistic

criteria. Several interlocutors from among the CSOs in-

terviewed believe that many out of the hundreds of un-
regulated portals are funded through corruption mon-
ey and used by various interest groups to settle scores
and engage in blackmail. 1°* 12 The newly reformed
judiciary, built with the assistance of the EU and U.S, is
a frequent target of attacks questioning the integrity
of judges!® and prosecutors'® and amplifying criticism
of foreign diplomats like the U.S or EU Ambassadors.
These online portals further exacerbate the issue by
amplifying narratives crafted by prominent political ac-
tors and other powerful figures, often echoing and en-
hancing stories that originate in the mainstream media.
This amplification not only magnifies the reach of these
narratives but also lends them a semblance of legitima-

cy, thereby influencing public perception and discourse.

The phenomenon is not exclusive to online portals,
there are credible reports that audiovisual media in Al-

bania have also been involved in such practices.'0>

The implications of these practices are profound. They
undermine public trust in both the media and political
institutions, contribute to a polarized and misinformed
public, and stifle genuine journalistic efforts. The ma-
nipulation of media for personal and political gain pos-
es asignificant threat to democracy and the integrity of
public discourse in Albania. Furthermore, such vulnera-
bilities can be exploited by malign influences to further
destabilize the region. This exploitation exacerbates
the challenges faced by genuine journalists and media
outlets striving to maintain ethical standards and pro-
vide accurate information. It also complicates efforts to
hold powerful actors accountable, as the lines between

credible journalism and manipulated narratives be-
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come increasingly blurred. As a result, the public’s abil-
ity to make informed decisions is significantly impaired.

22. Chinese disinformation efforts in Albania that aim
to build a positive and benign image of the country are
seemingly bearing fruit through structured coopera-
tion with media platforms in Albania, relations with
China-friendly journalists as well as cultural cooper-
ation through the Confucius Institute. Turkey, on the
other hand, is another regional country with a media
footprint whose disinformation efforts mainly center
on targeting the leadership of the Islamic community in
Albania, which it considers tied to the “Gulen network.”

China-friendly content in Albanian media grew consid-
erably over the years. A 2020 study assessed that out
of a surveyed number of articles, 47 per cent portrayed
China in a positive light.*% Public perceptions about
the role of influence of China somewhat degraded over
the past few years, but still remain either positive (21.7
per cent) or neutral (47 per cent).’®” While there are no
publicly known Chinese-owned media platforms, China
Radio International publishes in Albanian®® and even
has an Albanian radio station accessible in Tirana and
Durrés (Radio Ejani).’?? China is generally believed to
be pursuing a strategy centered on collaborating with
local analysts and opinion makers to build this image
and, most importantly, to suppress critical content.*%°
Public media, such as the Albanian Telegraphic Agen-
cy (ATSH) and the Public Broadcaster (RTSH), engage
in structured cooperation with China through agree-
ments on content sharing and production with Chinese
counterparts.'** China’s image-building efforts are also
done through the Confucius Institute, which was es-
tablished in the country in 2013. The Institute offers

language courses to the general public and collabo-

rates with different academic institutions to promote
research. In other jurisdictions, there have been signif-
icant concerns regarding the activities of the Institute,
and some countries have decided to reduce their pres-
ence. So far, the Institute has limited appeal potential
to influence decision-making in Albanian, despite some
personal connections between the leadership of the in-
stitute and local members of parliament.

A study on the public diplomacy effort of Chinain Alba-
nia'? through its state-owned media (China Radio In-
ternational) in Albanian shows that China is portrayed
as a fast-growing, innovative and resilient economy,
often contrasting it favorably to the US, Japan and EU
countries. This portrayal often contrasts China favor-
ably against the US, Japan, and EU countries. The study
highlights a clear bias in global news coverage, with
critical attention focused on the US, Japan, and Europe,
while African nations receive more positive coverage
due to China’s increasing influence there.

China’s coverage of NATO is framed around themes of
expansion and instability. In the Balkans, media por-
trayals emphasize positive and growing relationships
with China. EU coverage is aimed at creating discord
between the EU and the US. The analysis demonstrates
that CRI’s Albanian-language outlets serve as tools for
China’s public diplomacy, shaping public opinion in fa-
vor of China. It also underscores China’s broader geo-
political, economic, and societal interests, and its strat-

egy for extending global influence.'3

Turkey also occupies considerable space in Albanian
media in the form of information outlets in Albanian
(Anadolu Agency and TRT Shqip). Turkey’s disinforma-
tion efforts in Albania pertain particularly to attacks
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against the Gulen network and feature frequent attacks
against Albania’s Islamic community!'* which is seen by
Turkey as under the influence of the Gulen network.
Concerns were expressed during interviews regarding
conditionalities related to the role played by Turkish
investors in Albania in relation to this topic. In recent
years, various online media in Albania have shown in-
creasing closeness and affiliation to Turkey. While
these media outlets are not necessarily influential or
highly popular, they present hate narratives or publish
propaganda content that favors Turkey and denigrates
its rivals or political opponents.'> Concerns have been
raised about the recent agreement between Albania’s
public service broadcaster, RTSH, and Turkey’s public
broadcaster, TRT, signed during Prime Minister Rama'’s
official visit to Turkey in February 2024 and his meet-
ings with President Recep Tayyip Erdogan.'!¢ Critics
point to a lack of transparency and due process in the
agreement’s formation and question the potential bene-
fits for the Albanian public. There are also fears that the
deal could be used as a conduit for disseminating Turkish
propaganda in Albania, potentially exacerbating the influ-
ence of Turkish state narratives within the country.

The diplomatic relationship between Albania and Iran,
established in 1999, has become increasingly tense,
exacerbated by Albania’s hosting of the Mujahedeen
El-Khalg (MEK), an Iranian opposition group and the
cyberattack on Albanian digital infrastructure in 2022
allegedly carried out by four Iran-affiliated groups,
aimed to disrupt public services, steal data, and seize
control of government communications. An analysis of
Pars Today articles in Albanian from September 2021
to September 20227 reveals several thematic biases
in the news narratives. It is evident that Iran heavily
leverages the media to shape public perceptions in line

with its geopolitical interests and ideology. The cover-

age is notably favorable towards Russia, portraying it
as a successful global actor, especially regarding the
Ukraine conflict, while frequently depicting Western
countries negatively.

a. What are Albania’s key institutional
vulnerabilities?

23. The symbiotic relation between media owners,
business, and politics hampers professional journal-
ism in the public interest in Albania. More specifically
the high degree of informality in the media sector and
low transparency/oversight of media financing and
issues of conflict of interest in Albania creates space
and avenues for foreign actor funding. Also, in the highly
unregulated online media world, anonymous ownership
creates space for impunity and no accountability for
rampant disinformation. Decision makers, media organ-
isations, journalistic community and civil society need to
work together to secure greater transparency and ac-
countability on media ownership, funding, and conflict
of interest in a way that doesn't stifle freedom of expres-

sion and is in line with the international standards.

The advertising market for media companies in Albania
remains very limited, especially considering the exces-
sively high number of media platforms. 1*¥The advertis-
ing market heavily influences media integrity in Albania
due to a legal vacuum, market size, and media depen-
dence on economic and political actors. These factors,
combined with low transparency, suggest a direct
correlation between advertisers and media content.
Additionally, there is potential for the misuse of state
advertisements and public funds to push the agenda
of the ruling political party.!*? In Albania, advertising in
print and online media is largely unregulated beyond

general tax obligations. The Audiovisual Media Author-
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ity (AMA) monitors ad volumes but lacks transparency
on market positions.’? The European Union Annual
Report on Albania stressed that “Albania still needs
to introduce legislation to strengthen transparency in
public advertising”.*?! In light of the EU accession pro-
cess, AMA is to develop an audience measurement
mechanism and ensure that advertising is distributed
according to the results of audience measurement,
which Albania currently lacks.?? State funding for pri-
vate media through advertisements and public events
is done through intermediaries such as communica-
tion companies and thus lacks transparency, raising
concerns about allocation criteria per each media and
conflicts of interest.'?® Political advertising heavily in-
fluences media, with owners leveraging their platforms
for political favors, leading to undue editorial influence
and a close relationship between media, politics, and
business interests.!?*

The general impression of media experts in Albania is
that most mainstream media rely on informal sources
of funding to cover their expenses. These include sourc-
es originating from the owners’ other business activi-
ties, or from informal or illicit activities, creating an
easy pathway for foreign actor financing as well. This is
problematic considering the high concentration of me-
dia ownership in key mainstream media conglomerates
and a heavy impact that the business interests of media
owners have on editorial lines.*?> High concentration of
audiences and media ownership is a structural threat to
media freedom, as it stifles the plurality of voices need-
ed for an informed society. Media Ownership Monitor
for Albania shows that revenues and control are con-

centrated in the hands of a few family-owned media

groups, which dominate the media market, in broad-
casting as well as print, and use the media to advance
their political and economic interests, tied to lucrative
businesses in heavily regulated markets.'? The income
that media owners generate from media activities is
generally dwarfed by income generated from other
business activities. These business interests are largely
concentrated in sectors with a high degree of informali-
ty and dependent on state public funds through conces-
sions or subsidies. Government subsidies and contracts
are not only limited to media outlets but also extend to
the non-media businesses of owners, further entwining

economic interests with editorial decisions.'?”

Albania’s Law on Audio Visual Media has no specific fi-
nancial transparency requirements for media in terms
of their business operations - there are no legal re-
quirements for media companies to report about their
finances beyond those that they are required to report
to the tax authorities as registered private businesses.
The Audiovisual Media Authority does not control the
origin of the capital of licensed media and much like
in other economic sectors with strong ties to politics
there is tax oversight of the Tax Administration on me-
dia company operations.'?® The only exception is the
public service broadcaster, RTSH, that has to submit
to Parliament an annual report, including financial re-
sources and expenditure.’? There is no available data
on the market share concentration of online advertis-
ing in Albania’s media ecosystem, including platforms,
traditional media with an online presence, or digital-na-
tive media. Audience share data for key players in the
digital market is also inaccessible.'®® Albania lacks a

specific legal framework for the digital advertising mar-
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ket, has no measures for publisher remuneration by dig-
ital platforms, and has not introduced taxation of digital
services. Digital platforms and intermediaries, such as
search engines and social networks, remain unregulat-
ed and unregistered with tax authorities despite their
significant share of the online advertising market.*3! In
February 2023, media freedom organisations raised
concerns about selective inspections and fines by the
Tax Directory targeting critical media of the govern-
ment.'®2 Media freedom organisations urged the tax au-
thority to clarify the methodology used to identify high-
risk sectors and the criteria used to select media outlets
for fines and to disclose the names of all media outlets
that were fined, along with the amounts of their fines,*33
but to no avail. While concerns about fiscal evasion or
double bookkeeping have legitimacy, media freedom
organisations have argued that ensuring impartiality
and non-discrimination when conducting inspection is

of paramount importance.

In terms of media ownership transparency, the nation-
al business registry for mainstream media and recent
modifications to the Law on Audio Visual Media have
specifically added ultimate beneficial ownership re-
quirements.’** AMA is expected to revise again the law
to increase proactive media ownership transparency
and align with the EU standards.**> On the other hand,
online media outlets are not regulated in Albania and
their only obligation is the registration of the domain,
which can be done by any individual or a commercial/
nonprofit entity.' If they are registered as a commer-
cial or non for profit entity they have to abide by the
legal framework on beneficial owners, financial state-

ments and balance sheet and relevant regulations.*%”

131 Ibid

Notwithstanding, various reports'*®® have raised con-
cerns about those online portals whose ownership is
anonymous, lacking an impressum, and not adhering
to the journalistic professional standards, reverting to
copy-pasty content without source verification and fact
checking. There are efforts to strengthen self-regula-
tion such as the establishment of the Ethical Media Alli-
ance in Albania®® or the implementation of the Journal-
ism Trust Initiative,*° which need to be strengthened

further.

These vulnerabilities provide space for foreign actors
to promote biased narratives and makes media outlets
susceptible to disinformation and foreign influence.
Enhancing transparency of ownership, funding, and
conflict of interests, strengthening digital advertis-
ing regulatory frameworks, fostering self-regulation
mechanisms and media and information literacy, and
supporting independent journalism are crucial to miti-
gating these risks.

132 “Albanian Tax Inspectors Fine Critical Media Outlets” - Balkanlnsight
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Recommendations

Albania needs to align its legal framework with the
European Media Freedom Act, Digital Service Act
and the Council of Europe Standards on Media Free-
dom and Freedom of Expression and implement the
recommendations of the Venice Commission. More
specifically the legal and regulatory changes, that
must be done in full transparency and genuine con-
sultation process with media organisations, journal-
istic community, civil society organisations and inter-
est groups, must include key aspects such as:

Audiovisual media should disclose the identities of
their beneficial owners, those who ultimately con-
trol or benefit from the company, to prevent hidden

influence or conflicts of interest.

Ownership information should be easily accessible to
the public through centralized media databases or reg-

istries, ensuring transparency and accountability.

Audiovisual media should disclose their funding sourc-
es, including any financial relationships with political
parties, governments, or foreign entities, to ensure in-

dependence and prevent undue influence.

Establish mechanisms for the regular audit and verifi-
cation of ownership information by independent bod-

ies to ensure compliance and accuracy.

For online media, Albania must adhere to the
recommendations of the Venice Commission in

strengthening self-regulation and more specifically:

Support the set up and strengthening of an effec-
tively functioning and independent self-regula-
tory body capable of ensuring an effective and
respected system of media accountability in the
online media field.

Support and incentivize initiatives like the Journal-
ism Trust Initiative (JTI) that sets specific standards
for transparency, including ownership disclosure,
which online media organizations can adopt to en-

hance credibility and public trust.
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24. Media organizations, journalistic community and
civil society actors and other relevant stakeholders
such as independent institutions must intensify ef-
forts for self-regulation, supporting journalism in the
public interest, and establishing formal and informal
programs that foster media and information literacy.
Strengthening the capacities of editors and journal-
ists to identify and counter foreign malign narratives,
along with supporting capacity development, includ-
ing fact checking and cybersecurity resilience, are cru-
cial steps in tackling disinformation in Albania.

Albanian legislation does not have a definition of dis-
information nor any special provisions regulating it.!4!
Some aspects of disinformation are addressed through
the Criminal Code (those related to public safety and
order).*2 The Broadcasting Code of the Audio-Vi-
sual Media Authority (AMA) also has provisions
mandating true and accurate information and AMA
has a mandate to regulate the content for the me-
dia under its supervision. However, one key loop-
hole is created by the chaotic world of online por-

tals, many of them anonymous.

In December 2019, the Government of Albania (GoA)
approved two draft laws aimed at regulating the media.
These laws included amendments to Law no. 97/2013,
“On Audiovisual Media in the Republic of Albania,” and
Law no. 9918, “On Electronic Communications in the
Republic of Albania.” These amendments known as the
“anti-defamation package” or “the online media law”
faced widespread opposition from civil society, me-
dia organizations, and both regional and internation-
al media networks and associations.**® Critics argued
that the changes granted extensive regulatory powers
to the Audiovisual Media Authority (AMA), whose in-
dependence and professionalism were questionable,
potentially turning it into a tool for censorship.'** The
Venice Commission rejected the amendments, ex-

pressing concerns that they could restrict freedom of

National regulatory and self-regulatory framework against hate speech and disinformation in Albania - Albanian Media Institute

Articles 267 and 271.
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Reporters without Borders Statement
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expression and online media freedom.'*> By 2022, the
Government had completely withdrawn the anti-defa-
mation package, opting not to introduce any new legal
changes during that year.**¢ Although the Prime Minis-
ter has continued to express his intention to pursue the
regulation of online media in his public discourse, there

is no new proposal in this regard as of May 2024.

In terms of attempts to block or filter internet content,
in 2019 and 2020 there were some cases of arbitrary
restrictions of online media content on general grounds
of public panic in cases of the earthquake and CoVID-19
pandemic.*¥” On grounds of generating public panicin the
emergency of the post-earthquake period, the regulato-
ry Authority for Electronic and Postal Communications
closed down several web portals broadly perceived as
critical to the government.**® In April 2020, for example,
an AMA request to block a specific page hosted on
the popular online journalism platform Medium.com -
whose creator had uploaded and begun broadcasting a
pirated copy of a film by Albanian comedian Ermal Ma-
magqi - led to the temporary block of the entire platform
by some ISPs.'#? In response, the Albanian Media Coun-
cil criticized the blocking of Medium.com as censorship.
Since then, AMA has developed an internal procedure
to avoid such problems and no such reports are made
for 2022 and 2023.1%0

In 2020, the Albanian Media Council established the Al-
banian Alliance for Ethical Media as a self-regulation
mechanism to reinforce the media Code of Ethics in the
country. The alliance comprises a voluntary group of Alba-
nian media outlets committed to rigorously implementing
the Code of Ethics for Journalists.>! To enforce a func-
tioning self-regulation mechanism, the alliance reviews
complaints from the public regarding ethical violations

of online media and provides recommendations to media

outlets but they are not mandatory. The alliance also in-
troduced the “Ethical Guidelines for online Journalism” to
ensure ethical practices are adhered to by online media.

However, the reinforcement is still weak and fragmented.

Recommendations

*  Public bodies and civil society organisations
should strengthen existing and develop new and
sustained formal and informal programs that pro-
mote media and information literacy among the
public, enabling citizens to critically evaluate the
information they consume and reducing the im-
pact of disinformation.

. The self-regulation mechanism needs to be
strengthened by making its recommendations man-
datory and ensuring rigorous enforcement of the
Ethical Guidelines for online Journalism and Media
Code of Ethics. This will enhance accountability and
ethical standards within the media industry.

. Media organisations, donors, civil society organi-
sations and relevant stakeholders should invest in
training programs for editors and journalists to en-
hance their skills in fact-checking, identifying for-
eign malign narratives, and building cybersecurity
resilience. This will empower media professionals
to counter disinformation effectively.

. Media outlets in their digital presence (online
and social media) should offer an option for us-
ers to submit complaints and adhere to princi-
ples of publishing corrections when necessary.

. Additionally, media in their digital presence (on-
line and social media) should responsibly moderate
comments to protect freedom of expression while
respecting users’ privacy and dignity.

. Researchers and civil society as well as indepen-
dent media should continue to monitor and analyze
the content of foreign state-sponsored

145 Venice Commission Opinion
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media to understand their messaging strategies,
themes, and potential influence on public opinion.
This will help in identifying and countering foreign
malign narratives.

. Existing initiatives for fact checking should be
strengthened within media organisations and as
separate fact cheekers platforms to ensure the ac-
curacy of the information being disseminated. This
will enhance public trust in the media and contrib-
ute to the fight against disinformation.

. AMA and AKEP must establish clear and fair pro-
cedures for any necessary content restrictions
based on legal framework, avoiding arbitrary ac-
tions that could be perceived as censorship and
ensure that measures taken are justified and pro-
portionate.

. Introduce legal changes to ensure the indepen-
dence and professionalism of the Audiovisual Me-
dia Authority and other regulatory bodies.

25. Albania has set up an institutional architecture and
legal framework for cyber security, yet its institutions
face considerable constraints in terms of human capaci-
ty and staff integrity in key sensitive functions managing
data. The expansion of international partnerships, new
educational programs and better integrity screenings
are deemed as critical to better results.

Albania has set up an institutional architecture and legal
framework on cybersecurity, including policy documents
such as the National Strategy for Cybersecurity. However,
the recent incidents highlighted in this report illustrated
many vulnerabilities to foreign actor penetration that
disrupt the information environment or use private data
for elections operations. The two key institutional vulner-
abilities relate to both capacity and institutional integrity
issues. In terms of capacities, most public institutions ex-
hibit gaps in handling data and critical infrastructure. The
weaknesses first relate to the lack of tools to obtain cyber
intelligence in law enforcement, or in human resources in
key institutions, as noted in the Cyber Security Strategy.!>?
However, the key institution and critical node in terms of
prevention is the National Authority for Electronic Certi-
fication and Cyber Security (AKCESCK), the national co-
ordinating body for managing cybersecurity incidents and

operators of critical infrastructure. Capacity gaps also ex-
ist in the key law enforcement bodies responsible, includ-
ing the prosecution’s Cybercrime Investigation Units and
the state police. Albania has over the past months signed
cooperation agreements with several countries seeking
to strengthen these capacities. Yet some of the major
scandals in Albania did not necessarily result from hack-
ing as much as from internal leaks by staff members. The
leak of private citizen records (i.e. taxes) ultimately resulted
from corrupt officials within these institutions motivated
by financial gains (corruption) or political loyalty to political
parties.>® Therefore, there is a need for stronger institution-
al safeguards to ensure the integrity of human resources in
positions handling sensitive data.

Recommendation

. Albania needs to fully align its data protection law
to the General Data Protection Regulation of the
European Union.

. Prioritize capacity development for IT departments
in key institutions hosting sensitive data, particularly
the AKCESCK, AKSHI, law enforcement agencies, Na-
tional Business Registry and others.

. Conduct a mapping of civil service functions with
access to sensitive data or critical infrastructure
and develop a specific integrity plan for those po-
sitions, including specific capacity development
programme and strengthening of procedures and
infrastructures in place.

. Continue to seek support and reach partnership
agreements with countries with strong cyber-se-
curity capabilities, particularly to strengthen law
enforcement capacities.

»  Strengthen capacities of civil society and media ed-
itors in handling and reporting on personal data ob-
tained through cyber-attacks.

. Prioritize cyber security educational programs
and R&D in the sector through greater coopera-
tion between education institutions and the pri-
vate sector.

. Build cyber resilience of media, journalists, watch-
dogs, activists and other individuals holding those in
power accountable.

152 “National Cybersecurity Strategy and Action Plan 2020-2025” Albanian Government.
153 “Pasiguria e té dhénave personale rrezikon ‘geverisjen digjitale’ té Shqipérisé” - Reporter.
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PATHWAY 3:
CORROSIVE
CAPITAL FLOWS

a. How s this interference manifested?

26. While Albania has seen no significant foreign di-
rect investment (FDI) from notorious sources of cor-
rosive capital, it has not been free of the risk of local
elites engaging in transactions with foreign individu-
als and entities with murky agendas. The scale of some
investment projects - especially those in real estate as
well as PPPs, which are mired in lack of transparency -
does create space for the funneling of corrosive capital,
which may also be used to influence Albanian politics.

The structure of Albanian FDI flows (see Annex 2)
reduces concerns about the most visible forms of
corrosive capital, which is often connected to large
infrastructural investments, Information and Commu-
nication Technology (ITC), or oil, gas, and mining, and
originates from notorious sources such as Russia and
Iran, or China. Recently, there have been concerns and
some debate about the increased flow of FDI and acqui-
sitions from Hungary and their potential role in serving
as channels to convey Russian capital. However, these
concerns have been downplayed by most interviewees.
A greater area of concern is believed to be the over-
lapping interests between politicians, foreign inves-
tors and organized crime figures. Some interviewees
expressed unspecified concerns regarding potential
linkages of Albanian organized crime with other Rus-

sian criminal organizations without providing details.

154 “Shtaté biznesmenét shqiptaré té lidhur me oligarkét rusé

Several interviewees also suggested that there is a risk
that local businessmen might be connected to Russian
investors, which has also been a subject of discussion in
the media.*>* A significant number of interviewees cor-
roborated these concerns with notorious examples, in-
cluding the activity of sanctioned Russian oligarch Oleg
Deripaska in Albania (see Box 7).

Box 7

Deripaska in Albania

Russian oligarch Oleg Deripaska used to be an active
investor in Russia, with multiple interests in well -regarded
European, and Asian companies, including Austrian Strabag
in which he owned a significant share of the company. On
8 April 2018, Oleg Deripaska was sanctioned by the US
for having acted or purported to act for or on behalf of,
directly or indirectly, a senior official of the Government
of the Russian Federation, and for operating in the energy
sector of the Russian Federation economy. Deripaska had
significant investments in Albania. Using the corporate
structure of different entities inwhich he was a shareholder,
including Strabag, Trema Engineering 2, and joint venture
agreements with local businesses, Deripaska obtained
several contracts. During the period 2019-2021, after he
was sanctioned by the US, the Albanian Development Fund
supported some of the projects that were implemented by
the companies in which Deripaska appeared among the
shareholders.

Real estate investments in the hospitality sector have
led to a significant increase in tourist locations, in the
central and southern parts of the country and in the
capital Tirana, becoming another major area of con-
cern. Most investments are implemented by local in-
vestors or those from the United Arab Emirates that, in
some cases, have obtained franchising agreements with
international well-regarded hospitality brands. Impor-
tantly, some of the projects have also obtained the sta-
tus of strategic investors under Law 55/2015. “Marina
Residence Vlora” and “Durres Marina & Yachts” are
two strategic investments involving the construction of
ports and tourist and residential accommodation units
in two Albanian cities, which include the construction
of residential and hospitality establishments (see Box8

and 9 below). Several interviewees warned about po-

" Gazeta Telegraf.
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tential acquisitions from individuals linked to transna-
tional crime, including Albanian groups and the Italian
mafia, but currently, there is no evidence of direct in-
volvement of individuals or entities from non-friendly
countries in implementing these projects. Some inter-
viewees also mentioned that Russian individuals may

be involved in acquiring properties in the retail market.

Box 9

Vlora Marina

The Vlora Marina Residences is the entity responsible for
residential construction in the Vlora Marina project, which
was designated a strategic investment by the Council for
Strategic Investments on March 29, 2021. Vlora Marina
owns 72% of the shares in Marina Residences Vlore,
Balfin owns 10% of the shares, and Brunes owns 18%
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Box 8

Durres Marina & Yachts

The Durres Marina & Yachts project is an ambitious project
aiming to transform the city. One of its key objectives is
to relocate the industrial port from its current location in
the city center to an alternative site, in the northern part
of the city. The development project, which commenced
sales in December 2022, is a collaborative effort between
the Government of Albania (holding a 33% stake through
the Albanian Seaports Development Company) and two
United Arab Emirates (UAE) companies, namely Eagle Hills
Real Estate Development, sh.a., and Nshmi Development
LLC (holding a combined stake of 67%). Despite being an
investment that holds a strategic position and enjoys tax
breaks for infrastructure and construction, the business
plan has faced scrutiny from the media and interviewees
due to its predominant focus on residential development. It
is anticipated that a minority portion, specifically less than
5%, of the forthcoming construction will be designated
for the purpose of accommodating hotels and retail
establishments. Additionally, the concept incorporates
a total of 280 lodging facilities specifically designed to
accommodate yachts. The apartment financing plan
facilitates prepayments and the selling of apartments
in a manner that is equivalent to customary practices
within the country. The projected initial investment
amounts to 595 million euros.

of the shares. The Vlora Marina project, which has
been designated a strategic investment, anticipates an
investment of 105 million euros and the employment
of 1,000 employees during construction and operation.
This project’s status emphasizes that it will develop
lodging units, hotels, and standard services in the area
bordering the port infrastructure. The project entails
the complex development of the area adjacent to the
Marina Vlore concession project via the construction of
accommodation facilities, residential areas, and services
in their respective capacities.

Many of the major Public-Private Partnerships (PPPs)
in Albania have also been observed using entities es-
tablished in jurisdictions that enable the existence of
shell companies, such as the Netherlands, or other
tax havens. The PPPs have caused significant debate
regarding the quality of the projects, the process for
selection of the project and the companies involved in
their implementation, and alleged cases of corruption.
The Special Anti-Corruption Structure is investigating
many PPPs in different sectors, including waste process-
ing and healthcare. Some cases have led to the arrest of
high-ranking Albanian politicians and imprisonment.
While these cases may most likely prove to be only cor-
ruption scandals involving local political elites, the trans-
actions’ murky and international nature creates the space

and vulnerability for foreign actors to exploit.

27. The footprint of Chinese FDI in Albania is limited by
Western Balkans standards. Most initiatives have not
materialised, and some Chinese investors in strategic
sectors have even withdrawn, reducing the potential
of any political dependencies. Albania’s leadership has
been skeptical of the economic benefits of cooperation
through the 16+1 format but has remained in the group
to maintain a dialogue with Beijing.

June 2024

Several government-to-government initiatives sup-
ported the rise of Chinese FDI in the Western Balkans.
In April 2012, Chinese state representatives issued
the “Twelve Measures for Promoting Friendly Coop-
eration with Central and Eastern European Countries”
declaration in Warsaw, establishing the sixteen-plus-
one format (16+1).2%> The 16+1 format was later used
as a critical platform for promoting the Belt and Road
Initiative in the Balkans and in other Eastern European
countries, overlooking the role of the European Union
and benefiting from existing fragmentations. Albania
joined the 16+1 format and regularly participated in
the meetings since its inception. To attract more Chi-
nese investments, Albanian delegations have frequent-
ly visited China and Hong Kong SAR to promote Alba-
nia’s resources and opportunities to potential investors
from Hong Kong SAR and China.

Since the launch of the BRI, particularly from 2013 to
2023, many more investments were promised and dis-
cussed, than were implemented. China’s presence in
strategic sectors is limited (see Box 10). Several Chinese
companies, including Everbright (which controlled the
Rinas Airport) and Wenzhou Mining, have withdrawn
their investments over the past decade.*>® Even before the
formal launch of the BRI, China State Construction Engi-
neering Corporation was interested in getting involved in
constructing the “Arbér Highway,’ one of the main roads
in Albania connecting Albania to North Macedonia. Prime
Minister Berisha deemed the offer attractive in 2013.3 The
socialist government led by Edi Rama, which took power in
September 2013, did not pursue the transaction. Several
interviewees concorded that the reason the Albanian gov-
ernment decided to pursue the construction of the road with
other investors was based on an assessment of the economic
terms offered by the Chinese company. Interestingly, Albania
remains the only Western Balkan country (Kosovo excluded)
where Chinese companies had not won any tender for public
works ininfrastructure as of the end of 2018.1%®

The only significant Chinese FDI still present in Albania

is Geo-Jade Petroleum Corporation after it acquired
the Canada-based oil company Bankers Petroleum.
Bankers Petroleum began exploration in Albania in
2004 and ensured a dominant position in oil extraction
in Albania because its leaders were highly regarded in
Albania. Geo-Jade Petroleum Corporation acquired
Bankers Petroleumin 2016 for €393 million. The acqui-
sition was followed by an additional investment of $2
billion in oil production. Another Chinese company still
present in Albania is Sinomine Resource Exploration,
which has established a daughter company in Albania
and works on constructing mines and geological tests
in cooperation with the Albanian Geological Institute.
The founder of Alibaba, Jack Ma, visited Albania during
the summer of 2023. The visit triggered some media
discussion regarding potential investments. Previously,
when Jack Ma was covering positions within Alibaba,
his trips in different countries would anticipate major
acquisitions or investments in logistics, but now he
doesn’'t have any managerial functions.

Box 10

Chinese presence in Albania’s strategic sectors

Oil, Gas, and Mining. In April of 2016, the Chinese
business Geo-Jade Petroleum paid $575 million to
purchase the Albanian oilfields of Patos-Marinze
and Kucova from the Canadian oil company Bankers
Petroleum. In addition, the Chinese business Sinomine
Resource Exploration has formed a daughter company
in Albania. This company collaborates with the Albanian
Geological Institute to conduct geological tests and
works on the development of mines. In the oil and
gas sector in recent years, more Western companies
have invested in Albania, including Shell and Eni. Shell
has made some important discoveries in Shpirag but
additional explorations to assess the economic viability
of the extraction process.

Airports: In 2004, the Nano government signed a
concession contract for the Rinas Airport, the sole
airport in Albania, to an entity composed of three
companies (the Albanian-American Enterprise Fund,
DEG-Deutsche Investments, and AviAlliance GmbH).

155 The format was called 17+1

156 Albanian Chrome was owned by Balfin Group. See: https://www.reuters.com/article/uk-albania-mine-chinese-idUKKBN15P1CK
157 “Berisha: kompania kineze, oferté té leverdisshme pér Rrugén e Arbrit”. Shgiptarja.com.

158 “The Pragmatic Engagement of China in the Western Balkans” - CDI Institute.
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The contract included a monopoly clause which barred
the Albanian government from the establishment of
other airports.

The foreign concessionaire transferred the right to
manage the airport to Real Fortress Private Limited,
owned by Chinese financial services group China
Everbright China Everbright, a Chinese SOE. China
Everbright obtained aconcessionto Tirana International
Airport until 2025 with the possibility of a two-year
extension. Despite a long contract, a positive outlook
and at a time when it was Albania’s only airport, China
Everbright decided to divest and transfer the rights to
Kastrati Group, a local investor.

Telecommunications:  4iG Group acquired last
year fix and mobile operators, ALBtelecom and ONE
TelecommunicationsinAlbania, whichwere later merged
into one leading telecommunication operator, ensuring
tothe Hungarian operator a position of dominance inthe
Albanian market which can lead to market distortions.
Huawei and other Chinese companies that provide ICT
solutions and products collaborate with 4iG and other
major telecom companies that are active in Albania.
Some of these Chinese companies are considered to be
a threat to the safety of telecommunications networks
in some of the NATO countries that have decided to
reduce the reliance on their products. The US has even
sanctioned some of these companies. Hikvision, is
another Chinese company that has been sanctioned by
the US, which products are widely used in Albania.

b. What are Albania’s critical institutional
vulnerabilities?

28. Albania maintains an open foreign investment re-
gime designed to attract FDI but it lacks a formal vet-
ting mechanism that could restrict or prohibit FDI that
threatens national security or public order. Albania
needs new legislation that establishes a robust Invest-
ment Screening Mechanism in line with international
standards, which provides appropriate defenses for
national security and public order and safeguards

competitiveness.

Albania maintains an open foreign investment regime
designed to attract FDI, both at the treaty and national
law levels. The Law on Foreign Investments outlines spe-
cific protections for foreign investors. It allows 100 per-
cent foreign ownership of companies, except in domestic

and international air passenger transport and television
broadcasting. In line with international obligations at the
WTO and principles that shape international economic
law. Albanian legislation does not discriminate between
domestic and foreign investments. The law “On Foreign
Investments” enables Albania to take any action it deems
necessary to maintain public order, to meet its interna-
tional commitments related to the maintenance or estab-
lishment of international peace and security, or to safe-
guard national security or defense interests. On grounds
of national security and public order, Albania can restrict
and even foreign investments. The law, however, does not
elaborate on the situations that could put both national
security and public order in jeopardy.

As a direct consequence, the Albanian government
retains significant discretion in determining how pub-
lic order and national security should be interpreted.
Yet, there is no requirement for regulatory bodies to
pre-approve or assess foreign investments. Foreign in-
vestors must comply with Albanian law when entering
the Albanian market, depending on the type of activity
to be conducted (financial, energy and mining, trans-
portation, electronic communications infrastructure,
etc.). Even though the applicable legislation controls
and applies restrictions, these laws do not provide for
control on the grounds of national security and pub-
lic order. A new provision in the Petroleum Law, in-
troduced in 2017, allows the government to reject a
petroleum-sharing agreement or the sale of shares in
a petroleum-sharing agreement to any prospective in-

vestor due to national security concerns.

Another instance is the telecommunications sector.
Albania has followed the US-led “Clean Network Ini-
tiative” (CNI). CNI aims to secure digital trust stan-
dards across a coalition of democracies, and establish
acomprehensive approach to safeguarding the nation’s
assets including citizens’ privacy and companies’ most
sensitive information, from aggressive intrusions by
malign actors, such as the Chinese Communist Party.*>?
Notably, it highlights security risks for countries relying

159 See description of the “Clean Network” at the State Department website: https://2017-2021.state.gov/the-clean-network/
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on Chinese 5G technology,*° and in particular Chinese
telecom giants such as Huawei and ZTE, which were
poised to lead in 5G technology. The Trump administra-
tion launched CNI, gained significant traction, and was
embraced by more than 60 countries. However, the
CNI does not create enforceable legal obligations but only
policy expectations regarding investments in these sec-
tors. For those policy indications to become meaningful
domestic legislative tools, the Albanian authorities should

introduce new norms to fill the regulatory void.

Albania needs a new law that establishes an Investment
Screening Mechanism and has clear definitions of: a)
national security; b) critical infrastructure (energy,
transport, water, health, communications, media, data
processing or storage, aerospace, defense, electoral or
financial infrastructure, as well as sensitive facilities
and investments in land and real estate crucial for the
use of such infrastructures); c) critical technologies
and dual-use items (including artificial intelligence, ro-
botics, semiconductors, cybersecurity, quantum, aero-
space, defense, energy storage, and nuclear technolo-
gies, nanotechnologies and biotechnologies); d) access
to or the ability to control sensitive information (includ-
ing personal data) and; e) freedom and pluralism of the
media. The ISM law should also constrain the govern-

ment’s discretionary power in its implementation.

Recommendations

. There is a need to draft a new law that establishes
an investment screening mechanism with clear
definitions of: a) national security; b) critical
infrastructure; c) critical technologies and dual-use
items; d) access to or the ability to control sensitive
information and; e) freedom and pluralism of the
media.

. The ISM creates a significant discretionary power
that is given to a specific authority. If the executive
branch controls the ISM, there is the risk that a ruling
party can have additional leverage and discretion.

. For this reason, in drafting the ISM legislation, it
is suitable to balance the impact of the executive
branch by including the authority of interest
groups such as the business community, in the
decision-making process.

. The law should also consider the impact of specific
investments on market competitiveness. The
assessment in some sectors will present significant
hurdles due to the advanced technologies involved
in some investment projects and the lack of
transparency regarding the nature of investors
participating in the project. To address these
hurdles, the new law should enable comprehensive
and effective collaboration between the Albanian
ISM and the ISM in the region and the EU. In this
perspective, the EU Regulation 2019/452 establishes
a platform for cooperation ¢, which would extend to
EU authorities and EU/NATO member states.

. The reform of the Albanian Law on Foreign
Investment should also consider the necessity of
coordination with the protection of national security.
The law should prevent access to investor-state
arbitration for decisions made to protect national
security in compliance with the disposition of the ISM
screening.

29. Corrosive capital flows may benefit from abusing
protections in International Investment Agreements
(I1As). Rogue actors are trying to use protections in
Investor-State Arbitration to challenge government
punitive measures. The language of l1As needs to be
updated to clarify the sovereign right to protect public
order, national security, and strategic and sensitive eco-
nomic sectors. Government agencies and independent
authorities must improve coordination and ensure reg-
ulatory compliance in the case of PPPs and concession
contracts, assignment of the Strategic Investor status,
implementation of the provisions on the Ultimate Bene-
ficial Owner (UBO), and market competition.

Albania has concluded bilateral investment treaties
with 45 countries. It has signed free trade agreements
with the EU, CEFTA countries (North Macedonia, Mon-
tenegro, Serbia, Bosnia and Herzegovina, Kosovo, and

160 “Albania stepus up 5G aspirations with the new draft law.” EURACTIV.

161 EU Regulation 2019/452, Article 13 International Cooperation. Member States and the Commission may cooperate with the
responsible authorities of third countries on issues relating to the screening of foreign direct investments on grounds of security

and public order.
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Moldova), EFTA countries (Switzerland, Liechtenstein,
Norway, and Iceland), and Turkey. The Albanian net-
work of agreements also includes agreements with
China and Russia. These agreements enable investors
to bring investor-state arbitration cases against Alba-
nia if it is deemed that Albanian authorities have failed
to comply with treaty obligations. There are serious
concerns that investors related to organized crime in-
vesting in Albania are using the system to condition
court and governmental decisions. This concern has
significant practical implications. The US Treasury De-
partment has sanctioned Mr Ndroqi, who is also under
investigation in Albania. Following the investigation by
Albanian law enforcement authorities, his assets have
been frozen under Albania’s anti-mafia law. His wife,
Mimoza Ndrogi, brought a UNCITRAL claim under the
Bulgaria-Albania bilateral investment treaty, as a Bulgar-
ian investor. The investor is seeking from the Albanian
state to pay €128 million in damage over the seizure of
business assets in compliance with anti-mafia law. Facing
these claims can represent a significant economic risk for
the states, not only in the case of a negative dispute out-
come. Even in those cases, when the state succeeds in
defending its position, it might need to cover high legal
fees to defend the application of public order decisions.
International investment agreements usually recognize
the rights of sovereign nations to take measures to pro-
tect their essential security interests and public order as
part of the exceptions. The Albanian government should
update the network of llAs, using clear wording in provi-
sions related to public order and essential security, and
measures taken for economic and security reasons. Those
measures would improve the understanding of the signif-
icance of the provisions and increase legal predictability
and would likely dissuade actors from initiating long in-
vestor-state arbitrations as leverage to condition state’s
behavior. Decisions made to protect national security
and public order, and under ISM authority can also collide
with different llAs provisions, including fair and equitable
treatment, national treatment and most favored nation
obligations. The language of exceptions in the llAs is also

relevant in relation to decisions taken under a future ISM.

ZzzzzzzZzZzZex

With the primary objective to promote and attract do-
mestic and foreign investment in sectors deemed stra-
tegic, the Parliament introduced Law no. 55/2015, “On
Strategic Investments” (“Law 55/2015”), which entered
into force on January 01, 2016. To increase domestic and
foreign strategic investments in the strategic sectors, the
law established special administrative procedures favor-
ing, facilitating or accelerating the support and services to
investors that obtain the qualification of strategic inves-
tor. The determination of the status of a strategic investor
is conditioned by the economic value of the investment
and the number of jobs created in the specific sectors. The
decision-making body for accepting or rejecting the status
of Strategic Investor is the Strategic Investments Com-
mittee, a collegial administrative body near the Council
of Ministers, which the Prime Minister chairs and whose
members include the Deputy Prime Minister, seven Min-
isters and the State Attorney. The most important institu-
tion for implementing this law is the Albanian Agency In-
vestment Development (AIDA). AIDA serves as a “unique
window” for providing services to investors who apply
and seek to benefit from the status of Strategic Investor.
Law 55/2015 has primarily supported domestic investors
but foreign investors have shown limited interest in the in-
centives granted by the Law. Originally, Law 55/2015 was
intended as atemporary and short-term regime but its ef-
ficacy has been repeatedly extended and is scheduled to
remain in effect until the end of 2024. Although it was en-
acted with high hopes, in terms of foreign investments, the
complete potential of Law 55/2015 has yet to be realized.
It isn’t clear why the Law did not meet the expectations
in FDI terms. Conversely, the attainment of the status of
strategic investor by local investors close to the structure
of power of the leading party has triggered investigations
on the procedures and public debate.

Albania has resorted to the widespread use of PPPs to
finance massive infrastructure projects, which, accord-
ing to the latest IMF estimate, are at about 40 percent of
2022 GDP. These investments not only constitute a form
of hidden debt but raise questions over the origin of fi-
nancing. The IMF has assessed the impact of existing proj-

ects and those in the pipeline and their impact on the bud-
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get and public finances because of the fiscal risk. The IMF
has also expressed concerns regarding the weaknesses of
the PPPs’ managing and coordinating framework. Anoth-
er risk attached to the PPPs regards the origin or nature
of the investors. In some of the PPPs, entities based in
foreign jurisdictions have benefited from corporate veils,
and other regulatory advantages to the origin of the inves-
tors defying local criminal and tax laws. Currently under
investigation by Albanian law enforcement agencies. To
address infrastructural needs, Albania should consider
the establishment of state entities such as a sovereign
wealth fund that should better manage state assets and
implement long-term investments.

To address some regulatory gaps in the local legislation,
on 27 January 2022, the Albanian Parliament adopted
the Law no. 6/2022 on Amendments and supplements
to Law no0.112/2020, on Beneficial Owners Registry
(the “UBO Law") effective from 2 March 2022. The
amendments increase the number of the obliged enti-
ties that must be registered with the UBO register by
extending the registration deadline, introducing the
simultaneous registration of the UBO along with the
establishment of the obliged entity, increase of certain
penalties in case of failure to comply with the legal re-
quirements. The Law no. 112/2020 “On the register of
beneficial ownership” (milestone 1), fulfills one of the
recommendations of MONEYVAL.*¥? The law par-
tially incorporates EU Directive 2015/849 of the Euro-
pean Parliament and of the Council, on the prevention
of the use of the financial system for money laundering
or terrorist financing. Legal experts interviewed and
asked regarding the UBO appreciated the progress in
the field and expressed doubts regarding the need for

further reforms in the area.

Recommendations

Decisions made in compliance with the ISM law

are likely to appear in conflict with [|As provisions
such as national treatment, most-favored nation
treatment, and fair and equitable treatment. To
reduce the risk of investor state arbitration in

is advisable to update the language of Bilateral
Investment Treaties in order to better consider and
protect the sovereign right of the state to legislated
and decide in sensitive areas such as national

security, energy security, and the environment.

In the case of public procurement contract and in
particular PPPs, also the IMF has underlined the
need to redouble efforts to strengthen the Ministry
of Finance and Economy’s capacity to play an
effective gatekeeper role in project selection and to

engage actively in evaluation and monitoring.1¢3

In light of the major and multifaceted problems
related to PPPs, it is advisable to assess the use
of other models such as the use of state-owned
enterprises and other sovereign investment

vehicles, holdings or sovereign wealth funds.

The new SOEs or SWFs should learn from the
experiences of their peers in terms of corporate
governance by relying on international principles
and international intuitions such as the OECD
Guidelines on Corporate Governance of State-
Owned Enterprises, the Santiago Principles and the
International Forum of Sovereign Wealth Funds.

A sovereign wealth funds could effectively engage
other funds in co-investment projects. These types
of investors have a longer investment horizon and
are sometimes more inclined to act as responsible

economic actors.

162 The Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism - MONEY-
VAL is a permanent monitoring body of the Council of Europe entrusted with the task of assessing compliance with the princi-
pal international standards to counter money laundering and the financing of terrorism and the effectiveness of their imple-
mentation, as well as with the task of making recommendations to national authorities in respect of necessary improvements to
their systems. Through a dynamic process of mutual evaluations, peer review and regular follow-up of its reports, MONEYVAL
aims to improve the capacities of national authorities to fight money laundering and the financing of terrorism more effectively.
https://www.coe.int/en/web/moneyval/moneyval-brief.

163 2022 Article Iv Consultation—Press Release; Staff Report; and Statement by the Executive Director for Albania
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ANNEXES

ANNEX 1: RECOMMENDATIONS

Political and Electoral Finance
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Regulation (laws and bylaws) should be introduced to address the issue of third party/non-contestant
campaigning, including paid digital advertising. This regulation should be tailored to avoid unduly restricting
legitimate freedom of expression.

Consideration should be given to preventing judicial entities from being conduits for foreign funding. The
most direct way of reducing such potential for foreign interference would be to ban political donations and
election expenditures by such entities. It may be worthwhile to consult with political finance regulators in
European countries where such bans have been adopted to determine if they have resulted in any unintended
consequences or problems.

The law currently only addresses ‘foreign’ assistance/donations to parties and candidates. It does not
prohibit foreign persons/entities from making expenditures in connection with elections. This omission
should be remedied by legislative amendment and the law should include a definition of what constitutes a
‘foreign entity.” In addition, the law should define what constitutes a "gift" or "assistance."

To increase deterrence, the law should make it illegal to encourage/solicit foreign donations/campaign
expenditures and it should be included as a criminal offense in the Penal Code.

The CEC should consider amending the donor statement to require donors to affirm that they are making the
donation from their own funds and not on behalf of anyone else.

It is further recommended that the law be amended to increase the sanction for either funding or allowing
one’s name to be used as a straw donor.

It would be worth exploring options for linking the CEC’s donor database with databases of other relevant
public databases to flag possible straw donor situations.

The Law on Political Parties and the Electoral Code should be amended to prohibit cryptocurrency
transactions in relation to political donations and party/electoral expenditures.

Parliament must enact comprehensive and clear legislation that aligns with the goal of prohibiting foreign
money entering the electoral process, informed by the experience and views of the oversight institution(s),
civil society organizations and those who are to be regulated by the law.

Oversight institution(s) need adequate resources (human, financial and technical) to undertake advisory,
supervisory and enforcement actions to ensure the rules prohibiting foreign funding are understood and enforced.

The rules must provide for transparency of money used in connection with elections to ensure that the
publication of financial data is done in a way that is downloadable and machine readable and that information
is made publicly available in a timely manner.
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All institutions involved in the oversight and enforcement of provisions preventing foreign funding (e.g. the
Central Election Commission, anti-money laundering institutions and the courts) must work together and
demonstrate political will to enforce the law against foreign funding.

Reassess the CEC’s human and technical resource requirements to encompass the challenges of regulating
third party expenditures, social media advertisements and enhanced bans on foreign sources of funding.

Consider establishing an inter-institutional working group targeting foreign funding of political parties and
election expenditure.

Manipulation of the Information Environment and Cybersecurity

Albania needs to align its legal framework with the European Media Freedom Act, Digital Service Act

and the Council of Europe Standards on Media Freedom and Freedom of Expression and implement the
recommendations of the Venice Commission. More specifically the legal and regulatory changes, that must be
done in full transparency and genuine consultation process with media organisations, journalistic community,
civil society organisations and interest groups, must include key aspects such as:

. Audiovisual media should disclose the identities of their beneficial owners, those who ultimately control
or benefit from the company, to prevent hidden influence or conflicts of interest.

. Ownership information should be easily accessible to the public through centralized media databases or
registries, ensuring transparency and accountability.

. Audiovisual media should disclose their funding sources, including any financial relationships with
political parties, governments, or foreign entities, to ensure independence and prevent undue influence.

. Establish mechanisms for the regular audit and verification of ownership information by independent
bodies to ensure compliance and accuracy.

For online media, Albania must adhere to the recommendations of the Venice Commission¢* in
strengthening self-regulation and more specifically:

. Support the set up and strengthening of an effectively functioning and independent self-regulatory
body capable of ensuring an effective and respected system of media accountability in the online media
field.

. Support and incentivize initiatives like the Journalism Trust Initiative (JTI) that sets specific standards
for transparency, including ownership disclosure, which online media organizations can adopt to
enhance credibility and public trust.

Support civil society actors’ efforts in investigating and exposing the links between media owners and their
other business interests and implement protections for whistle-blowers who expose hidden ownership or
conflicts of interest within media organizations to encourage transparency and accountability.

Decision makers in Albania should make concrete efforts towards the approximation of legislation with the
European Digital Service Act and Media Freedom Act as an appropriate approach when it comes to potential
legal changes in addressing disinformation.

Public bodies and civil society organisations should strengthen existing and develop new and sustained
formal and informal programs that promote media and information literacy among the public, enabling
citizens to critically evaluate the information they consume and reducing the impact of disinformation.
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AMA and AKEP must establish clear and fair procedures for any necessary content restrictions based on
legal framework, avoiding arbitrary actions that could be perceived as censorship and ensure that measures
taken are justified and proportionate.

Introduce legal changes to ensure the independence and professionalism of the Audiovisual Media Authority
and other regulatory bodies.

Albania needs to fully align its data protection law to the General Data Protection Regulation of the European
Union.

Prioritize capacity development for IT departments in key institutions hosting sensitive data, particularly the
AKCESCK, AKSHI, law enforcement agencies, National Business Registry and others.

Conduct a mapping of civil service functions with access to sensitive data or critical infrastructure and
develop a specific integrity plan for those positions, including specific capacity development programme and
strengthening of procedures and infrastructures in place.

Continue to seek support and reach partnership agreements with countries with strong cyber-security
capabilities, particularly to strengthen law enforcement capacities.

Strengthen capacities of civil society and media editors in handling and reporting on personal data obtained
through cyber-attacks.

Prioritize cyber security educational programs and R&D in the sector through greater cooperation between
education institutions and the private sector.

Build cyber resilience of media, journalists, watchdogs, activists and other individuals holding those in power
accountable.

Corrosive Capital Flows
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There is a need to draft a new law that establishes an investment screening mechanism with clear definitions
of: a) national security; b) critical infrastructure; c) critical technologies and dual-use items; d) access to or the
ability to control sensitive information and; e) freedom and pluralism of the media.

The ISM creates a significant discretionary power that is given to a specific authority. If the executive branch
controls the ISM, there is the risk that a ruling party can have additional leverage and discretion. For this
reason, in drafting the ISM legislation, it is suitable to balance the impact of the executive branch by including
the authority of interest groups such as the business community, in the decision-making process.

The law should also consider the impact of specific investments on market competitiveness. The assessment
in some sectors will present significant hurdles due to the advanced technologies involved in some
investment projects and the lack of transparency regarding the nature of investors participating in the
project. To address these hurdles, the new law should enable comprehensive and effective collaboration
between the Albanian ISM and the ISM in the region and the EU. In this perspective, the EU Regulation
2019/452 establishes a platform for cooperation, which would extend to EU authorities and EU/NATO
member states.

The reform of the Albanian Law on Foreign Investment should also consider the necessity of coordination
with the protection of national security. The law should prevent access to investor-state arbitration for
decisions made to protect national security in compliance with the disposition of the ISM screening.

Decisions made in compliance with the ISM law are likely to appear in conflict with I1As provisions such as
national treatment, most-favoured nation treatment, and fair and equitable treatment. To reduce the risk of
investor state arbitration it is advisable to update the language of Bilateral Investment Treaties in order to
better consider and protect the sovereign right of the state to legislate and decide in sensitive areas such as
national security, energy security, and the environment.
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In the case of public procurement contracts and in particular PPPs, also the IMF has underlined the need
to redouble efforts to strengthen the Ministry of Finance and Economy’s capacity to play an effective
gatekeeper role in project selection and to engage actively in evaluation and monitoring.

In light of the major and multifaceted problems related to PPPs, it is advisable to assess the use of other
models such as the use of state-owned enterprises and other sovereign investment vehicles, holdings or
sovereign wealth funds.

The new SOEs or SWFs should learn from the experiences of their peers in terms of corporate governance by
relying on international principles and international institutions such as the OECD Guidelines on Corporate
Governance of State-Owned Enterprises, the Santiago Principles and the International Forum of Sovereign
Wealth Funds. A sovereign wealth fund could effectively engage other funds in co-investment projects. These
types of investors have a longer investment horizon and are sometimes more inclined to act as responsible
economic actors.
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ANNEX 2: STOCK OF FDI**
|

O 00 NN O L DNWWN

AW W W W W W WWWWNDNDNDNDDNDNDNDDNDNDNDNDNDNDND-RERRELRRPLRELRRPR R PR PR PR
O Vv 0 N O 1 B W NP O VM 0N O UL D W NPE OV ONOC UGV M WOWDN PP O

INDEX DESCRIPTION

Total FDI-liabilities
Netherland
Switzerland

Canada

Italy

Turkey

Austria

Bulgaria

France

Germany

Hungary

Cyprus

United States of America
Other for confidential purposes
Kosovo

Greece

United Kingdom
Lebanon

North Macedonia
Serbia

Slovenia

Czech Republic
Poland
United Arab Emirates
International Organizations
Luxembourg

Panama

Belgium

Croatia

Bosnia and Herzegovina
Norway

Romania

China

Egypt

Spain

Israel

Montenegro

Japan

Kuwait

Cayman Islands
Virgin Islands (British)
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Author’s elaboration of Central Bank of Albania Data.
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ANNEX 3: TRADE - IMPORTED GOODS**
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I

1 Italy

2 Turkey

3 China

4 Greece

5 Germany

6 Saudi Arabia
7 Serbia

8 Switzerland
9 Poland

10 Kosova

11 Spain

12 Northern Mace-donia
13 France

14 United States
15 Romania

16 Slovenia

17 Bulgaria

18 Russia

19 Algeria

20 Croatia

21 Czech

22 Netherland
23 India

24 South Korea
25 United Kingdom
26 Belgium

27 Azerbaijan
28 Austria

29 Hungary
30 Israel
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Author’s elaboration, the Albanian Institute of Statistics.

2019

164188132320
61798320418
59727400785
54335541139
46481728211

581033644
23053025350
15337279666
10558762769

7734718299
11533678798
8570961294
13027095625
12337672756
8231211350
6837108154
8201890444
11617088516
533584051
7219366355
7413208164
6252337374
4541442915
2666621808
5640534754
4321186166
71088936
6830021219
4054166460
6374286813

2020

151977595145
57943017052
54038084268
54453545102
46600998174

440311926
22971334399
10228063606
10307407469

8305297218
9787749017
9074174364
11837723800
9400846253
5873907086
4698130386
7616942824
13513114488
2358231593
6143394821
6707902506
6418115222
4675004531
3630688602
5124576521
4701758934
479588978
5832051508
4215320608
1948776840

2021

194442667769
86104198961
65201986390
64024209022
54952339719
11018530597
28030655762
12743025809
12387364677
15441315934
11520524352
13674706721
12779883600
14570394628

7262080116
5362339228
10121117978
15036667744
7136970577
7899170395
8400607428
7701349888
6563188859
6094799709
6538085965
7364547516
2566716711
6971483487
5457664518
4141207191

2022

205878480181
114616505451
77476282403
74469117872
58563057785
33693808881
32196575705
21520005934
16616614306
16604265837
16340438856
15483118251
14094403100
13072680945
12130001207
12063411903
11169207723
10925711725
10735157291
10582784371
9473676579
8736146033
8376827467
7545389515
7405162849
6954766544
6904624741
6896245507
5974563354
5820877029
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